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AyTeHTHpHUKAINA

bezonacnocts nHpopmanun

I'ocynapcrBenHas
MH(POPMAaLIMOHHAS CHCTEMa

Joctyn k uHopMauu
JlocTynHOCTB

3amyra uHGOpMaLUU
OT HECAaHKIIMOHUPOBAHHOTO
J0CTyIIa

3amumaemas nHpopMaIus

WNnentudukanms

Wudopmannonnas cucrema

HudopmanroHHbie pecypebl

HNudopmannonssle
TEXHOJIOTUU

WNudopmanus

KonTponupyemast 30Ha

KounduneHnmanbHOCT

O6paboTka nepcoHaIbHBIX
JTAHHBIX

TEPMUHBI U OITPEJAEJEHUA

JleWicTBUSL TO TpPOBEpKE IMOJUIMHHOCTU CYOBEKTa J0CTyma
B UH(POPMALIMOHHOM cUCTEME

CocrostHMe  3aUIMINEHHOCTH  WH(pOpMAINY,
obecrieyeHbl  ee  KOH(UACHUMAIBHOCTB,
U 1IEJIOCTHOCTb

WNudopmannonHas cucrtema, cozaBaeMas B LEJSIX pean3alul
MOJTHOMOYU I roCyJIapCTBEHHBIX OpraHoB
u obecnieueHuss oOMeHa uHpoOpMALMEd MEXIy 3TUMH
OpraHami, a TaKX€ B HHBIX YCTAHOBJIEHHBIX (erepaabHbIMU
3aKOHaMHM LEJIAX

Bo3MokHOCTB MoydeHust tHQOPMAIUK U €€ UCTI0Ib30BAHUS
Cocrostnue uHGMOPMAIMK, XapaKTepU3yeMoe CIIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB M HMH(OPMAIIMOHHBIX TEXHOJIOTUH
obecrieunBaTh OECIPENATCTBEHHBIM JOCTYN K HH(pOpMauu
CyObEKTOB, UMEIOIIUX Ha 3TO IOJIHOMOYHS

3ammra uHQOpMANMK, HANpaBlieHHAs Ha NPEAOTBpPAIICHUE
MOJyYeHHs 3alMIaeMoil MHpopMalMKU 3auHTEPECOBAHHBIMHU
CyObEeKTaMu C HapyLICHHEM YCTaHOBJICHHBIX HOPMAaTHBHBIMHU
U TPaBOBBIMU JOKYMEHTaMHU (aKkTamMH) WM 00JanaTensiMu
uHpOpMalMK TpaB WA NpPaBUI PpPasrpaHUUYEHUs JOCTyIa
K 3aliaeMoi nHdopMaiu

IIPY KOTOPOM
JIOCTYITHOCTh

Wudopmanus, ABISAOMASACT  HPEIMETOM  COOCTBEHHOCTH
U MOAJIeKAIIas 3allUTe B COOTBETCTBUU C TPeOOBAHUSMHU
MIPAaBOBBIX JOKYMEHTOB 17001 TpeOOBaHUAMY,

yCTaHaBJIMBAEMbIMU COOCTBEHHUKOM MH(DOPMALIUU
[TpucBoenue cyobekTaM U 00bEeKTaM J0CTyNa uaeHTU(UKaTopa
U (uaM) CpaBHEHHE MPEABSABISIEMOro  HIeHTU(UKaTOpa
C MepeyHeM MPUCBOCHHBIX HJICHTH()UKATOPOB

CoBOKYIHOCTh cozepikaleiicss B 0a3ax JaHHBIX HMH(pOpMaLuu
u obecreynBaOIMX  ee  00paboTKy  MH(POPMAIIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEICTB

OtnenbHble TOKYMEHTHI M OTJENIbHbIE MAacCHBBI JOKYMEHTOB,
JOKYMEHTBI W  MacCUBBl  JIOKYMEHTOB,  COJEp Kalluecs
B MH(MOPMALIMOHHBIX ~ cUCTeMaX (OMONMOTEeKaxX, apXuBax,
¢donnax, 6aHKax JaHHBIX, UHHOPMAIIMOHHBIX CHCTEMaX JIPYTUX
BHJIOB)

[Tpomecchl, MeTonpl MOMCKa, cOopa, XpaHeHHUs, 00pabOTKH,
IPEOCTaBIICHUS, PACHPOCTPaHEHUSI MH(POPMALIUU U CIIOCOOBI
OCYILIECTBIICHHS TAKUX MPOLIECCOB U METOJIOB

Cenenus (coobmenus, JTAHHBIE) HE3aBUCUMO
0T (hOpMBI HX TIPEICTABICHUS
[IpoctpanctBo  (TeppuTopus, 31aHHE, YaCTb  3/aHUS),

B KOTOPOM HCKJIIOYEHO HEKOHTPOJIHMpYeMoe NpeObIBaHHE JIULI,
HE HMEIOUIMX TIIOCTOSHHOIO HMJIM  pa3oBOr0  JIOMYyCKa,
Y TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJCTB

O06s3arenbHOE A7 BBITOJHEHHS JTUIIOM, HOJTYYHMBIIUM JOCTYI
K OmpeleneHHON uHpopMauu, TpeOOBaHHWE HE TepenaBaTh
Takylo HMH(poOpMamui TpeTbUM JMLIaM 0e3  coriacus
ee obnanaTens

JlevicTBus (omepanuu) ¢ MEPCOHANBHBIMU JaHHBIMHU, BKIIIOYast
cOop, cHucTeMaTU3alUIo, HAKOIUIEHHE, XpPaHEHUE, YTOUYHEHHUE



Omneparop

[IepcoHanibHBIE TaHHBIE

Yrpo3a 6e3omacHocTu
uHpopManun

VY a93BUMOCTD

LlenocTHOCTH

(oOHOBIIEHUE, W3MEHEHHE), UCIOIb30BAHNUE, PACTIPOCTPAHEHUE
(BTOM wuucne mnepenady), oOe3nuuMBaHHE, OJOKUPOBaHUE,
YHUYTOXKEHUE MIEPCOHAIBHBIX TAHHBIX

TpRXJaHUH WM IOPUIUYECKOE JIMIO, OCYLIECTBIISIOIINE
JESTEeIbHOCTh 10 IKCIUTyaTallud MH(POPMALMOHHOM CHCTEMBI,
B TOM 4HcIe MO0 00paboTke WHGOpPMAIUHU, COAEpKamIehHcs
B ee 0a3ax JaHHBIX

Jlrobass mHpopmanus, oTHOCAUIAsCA K MPSAMO WIM KOCBEHHO
OIIpEeICIIEHHOMY WJIH OTIpeesieMoMy (PU3NUECKOMY JIUILY

CoBOKYHNHOCTh ~ YCIOBUH M (aKTOpOB,  CO3JAIOIIUX
IIOTEHLIMAJIbHYIO WIH peanbHO CYLLECTBYIOILYIO
OIIaCHOCTb, CBSA3aHHYIO C YTEUKON uHpOpMaLUn

W/WIIM HECAHKLIIMOHUPOBAaHHBIMU /UM HeTpeIHaMEePEeHHBIMHU
BO3JICHCTBUSIMU Ha HEe

Henocrarok (cmabocTh) IIPOTPAMMHOI0
(mIporpaMMHO-TEXHUYECKOTO) CPEAICTBA WU MH(POPMAITMOHHOMN
CHCTEMBbl B II€JIOM, KOTOpBIA (KOTOpas) MOXeT ObITbh
UCTOJNb30BaHA Ul pealu3alui  yrpo3  0e30MacHOCTH
uHpopMauu

VYcroitunBocTh  MHQOpPMAMM K  HECAHKIMOHUPOBAHHOMY
WIN CITy4alfHOMY BO3JCHCTBHIO Ha Hee B mpolecce 00paboTKu
TEXHUYECKMMHU CpEACTBAMH, pPE3YyJbTaTOM KOTOPOIO MOXKET
OBITh YHUYTOXKEHHUE U UCKAKEHUE HHPOpMAIIHH



I'OCTP
Ilomutuka

I'BJIOY

dCB Poccun
DOCTOK Poccun

OBO3HAYEHUA U COKPAILIEHU A

lNocynapcrBennsiii crannapt Poccuiickoit deneparuu

[Tomutuka wuHOpManOHHONW Oe3omacHOCTH [ ocynapcTBEHHOrO
OI0JDKETHOTO  JOIIKOJIBHOTO  00pa3oBaTENbHOTO  yUPEKACHUS
nerckuii cag Ne35 oOumiepa3BUBAIOLIET0 BUJAa € HPUOPUTETHBIM
OCYILIECTBIICHHUEM JIEATEILHOCTH MO (PU3UUYECKOMY Pa3BUTHIO JETei
[Tpumopckoro paitona Cankr-IlerepOypra

'ocynapcTBeHHOE  OIOKETHOE  JIOIIKOJIBHOE  00pa30BaTeNIbHOE
yupexjaenue aerckuil caa Ne35 oOmiepa3BUBAIOIIEro BHIA c
IPUOPUTETHBIM OCYIIECTBICHUEM JIEATEIBHOCTH MO (U3UUIECKOMY
pazButHIO feteii [Ipumopckoro paiiona Cankr-IlerepOypra
®enepanbHas ciryx6a 6e3onacHocTi Poccuiickoit depepannu
denepanbHas ciryk0a 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO



1 OBIIME NOJIOXEHUA

Hacrosimass IlonuTuka sBiIsS€TCS TOKYMEHTOM, ONPEACIIAIOIIMM HAMpaBICHUS JESATEIbHOCTH
B oOmactu oOecnedeHus HMHPOPMAIIMOHHON  O€30MacHOCTH U NPEACTABISIET  COOOM
CHCTEMaTH3HUPOBAHHOE M3JIOKEHHE 1IeIeH U 331a4 MHPOPMALMOHHOM 0€30MacHOCTH, KaK OHO WU
HECKOJIBKO IpaBWJI, IPOLEAYpP, NIPAKTUUECKUX MPUEMOB M PYKOBOISIIMX NPUHIUIIOB, KOTOPBIMU
pykoBoJcTBYeTcsi [ocynapcTBeHHOE OIOJKETHOE JOUIKOJIbHOE O0pa3oBaTeIbHOE YUpPEexKICHHE
nerckuid cax Ne35 oOuiepa3BUBAIOLIET0 BUJA C MPHOPUTETHBIM OCYLIECTBICHUEM AEATEIbHOCTU
no ¢Qusnueckomy pasutuio gereid Ilpumopckoro paiiona Cankr-lIlerepOypra, a TaKke
OpraHU3aIMOHHBIX, TEXHOJIOTUYECKUX M MPOLEAYPHBIX aCHEeKTOB obecrieueHust HH()OpMAITMOHHON
0€30MacHOCTH.

[Tonoxenus  Hactosmied  IlomuTUKkM  HE  pacHpoCTpaHSIOTCS HAa  oOecrevyeHue
nH(GOPMAIIMOHHOK OE30MMaCHOCTH CBEJICHUH, COCTABIISIONIUX TOCYJaPCTBEHHYIO TaliHY.

OcHoBHOI 3a1auelt B obnactu uapopmarronHoi 6e3onacuoctu 'bJIOY nerckuit cag Ne 35
[Tpumopckoro paiiona Cankr-IlerepOypra mnpu3HaeT COBEPIICHCTBOBAHHE Mep M CpEACTB
obecrieyeHus 3auThl HHPOPMALUU UHYOPMAIIMOHHBIX pecypcoB KOMHUTET B KOHTEKCTE Pa3BUTHUS
3akoHoJaTenbcTBa Poccuiickoit  ®Penepauud M HOPM  PEryJIMpoOBaHUS  HH(OPMAITMOHHON
JESITeIbHOCTH B TEKYUIUX YCIOBUAX (DYHKIIMOHUPOBAHUS HHPOPMALIMOHHOTO OIS,

[Tpu pazpabotke [10IUTHKM YUUTHIBAIMCH OCHOBHBIC MPUHLIUIIBI CO3JaHUS CHCTEM 3allUThI
uHpOpMALUY,  XAapPaKTEPUCTUKM M BO3MOXKHOCTH  OPraHM3allMOHHO-TEXHUYECKHX  MEp
¥ COBPEMEHHBIX ITPOrPAMMHBIX U alapaTHO-IPOrPAMMHBIX CPEICTB 3AIIUTHI HHPOPMALIUH.

B pamkax cBoeil pestensHoctd I'B/IOY nerckumii cag Ne 35 Ilpumopckoro paiiona CaHKT-
[TetepOypra 00s13yeTcs IpeApUHUMATh BCE BOSMOXKHBIE MEPBI IS 3alIUThl HHPOPMALIMU OT yIrpo3
6e30macHOCTH UHPOPMALIUH.

TpeboBanust MHPOPMALMOHHONW O€30MACHOCTH, COOTBETCTBYIOT LEJISIM JIEATEILHOCTH
I'BAOY nerckmii cax Ne 35 Ilpumopckoro paitfona Cankr-IlerepOypra um mpeaHasHadyeHbl Jist
CHIDKEHHSI PHCKOB, CBSI3aHHBIX C peasin3alueil yrpo3 6e30macHOCTH HH(POPMAIIHH.

[Tonmutuka nocrymaa Bcem pabotHukam I'BJIOY merckuii cag Ne 35 Ilpumopckoro paiioHa
Cankr-IlerepOypra u BceM MOJIb30BaTEISIM €TI0 PECypPCOB.

2 IEJHA U 3AJIAYY OBECIIEYEHUS TH®OPMAIIMOHHOM BE3ONMACHOCTH

Cy0bexTnl HHPOPMANMOHHBIN OTHOLICHHUH

Cyb6bekramu npu obecnieuennn uHpopManmonHoi 6e3omacuoct B I'BJIOY nerckuii cam Ne
35 IIpumopckoro paitona Cankt-IlerepOypra siBisitoTcs:

pabOTHUKU CTPYKTYPHBIX HOpA3eNICHH (B TOM UUCIIE YBOJIICHHbBIE);

rpaxjaHe, paboTaroIue Mo J0roBOpaM rpa)1aHCKO-IIPABOBOTO XapaKTepa;

¢usnueckue JHIA, MPEICTABUTENIM KOHTPAreHTOB B paMKaX HWCIOJIHEHUS JOTOBOPHBIX
00s13aTENBbCTB;

¢usnueckue nuia, noaasume oopamenue B anpec I'bJAOY nerckuit cax Ne 35 TIpumopckoro
paiiona Cankr-IlerepOypra ;

IOPUIMYECKHE JIMIIA, B PAMKaX HCIIOJHEHUS JOTOBOPHBIX O0S3aTEIbCTB MU BO HMCIIOJHEHUU
TpeboBaHUl CO CTOPOHBI 3aKOHOIaTeNbeTBa Poccuiickoit denepanuy;

OpraHbl TOCYJapCTBEHHO BIACTH.

O0bexTh HHPOPMALMOHHBIX OTHOLICHHIT

O6bexTamu HHPOPMAIIMOHHBIX OTHOIICHHUN SBIISIFOTCS:

unpopmanuonusie pecypebl I'BJIOY nerckuii cag Ne 35 IIpumopckoro paitona CaHKT-
[TetepOypra;

roCyJapCTBEHHbIE HH()OPMAIIIOHHBIE CUCTEMBI;

nporecchl 06padboTku uHpopMmalu B nHpopmannoHHbix cucreMax ['BJIOY nerckuii cag Ne
35 Ilpumopckoro paiiona Cankr-lIlerepOypra, MHPOPMALMOHHBIE TEXHOJOTHH, PETJIAMEHTHI H
MpOLIe Yy Pl coopa, 00paboTku, XpaHeHUst



U repenayu nHGOpMaluy;

uHpOpMallMOHHAs HMH(PACTPYKTypa, BKIIOYAIOIIAs CHCTEMbl OOpabOTKH, XpaHEHHUs
U aHaju3a MH(OPMAIMH, IPOrPaMMHBIE U IIPOTPAMMHO-AMIAPATHBIE CPEICTBA, B TOM YHUCIIE KaHAJIbI
CBSI3U M TEJICKOMMYHHUKAIINY;

CHCTEMBI M CPEJCTBA 3aIIUTHl MHPOPMAIIUHN, OOBEKTHI U MOMEIIEHHS], B KOTOPBIX Pa3MEIICHbI
cpeacTBa o0paboTKK HHPOPMALIUH.

Lean o0ecnieyennss UHGPpOPMALMOHHOI 0€30NIACHOCTH

OcHoBHO# 11eNBI0 00ecnieueHust nHpopMmarmonnoi 6e3onacioctu ['BJIOY nerckuit cam Ne 35
[Tpumopckoro paiiona Cankr-IlerepOypra sBISIOTCS JEHCTBHUS HampaBieHbl Ha JIOCTHIKEHUE
3alIUThl CyOBEKTOB MH()POPMAITMOHHBIX OTHOIICHUH OT BO3MOKHOT'O HAaHECEHUSI UM MaTepHaJIbHOTO,
($u3n4eCcKOro, MOpaJbHOIO WJIM WHOTO yiepOa, MOCPEACTBOM CIIyYailHOrO WM MPEeIHAMEPEHHOTO

BO3JEHCTBUS Ha uHpOpMaLHUIO,
B TOM YHCIIE:
obecrieueHus OTKa30yCTOMYUBOTO (YHKLIIMOHUPOBAHUS MIPOTPaMMHBIX

U anmnapaTtHO-IPOTrPaMMHBIX cpeicTB KoMHUTET U peoCTaBIIsIeMbIX CEPBUCOB;

COOJIFOJICHUST TPAaBOBOTO PEXHMa HCIOJNb30BaHUS MACCHBOB U CPEACTB  00pabOTKU
uHpOpMaINH;

NPEJOTBPALICHUS pealu3aluud yrpo3 0e30macHOCTH HHGOPMAIMM TPU  OCYLIECTBICHUU
nestensHoctu [ BIIOY nerckuit can Ne 35 [Ipumopckoro paiiona Cankr-IlerepOypra.

3agauu obecneyeHus HHPOPMALMOHHOM 0€30NIACHOCTH

HocTwkenue 1eneil odecrieueHnss HHPOPMAIIMOHHON 0€30MacHOCTU U CBOWCTB MH(pOpMAIIHH,
I'BAOY nerckuit cag Ne 35 Ilpumopckoro paiiona Cankt-IlerepOypra pemiaercs cieayromuMu
3aJjauaMu:

3alIUThI OT HECAHKIIMOHMPOBAHHOTO JJOCTYIIA K MH(POPMAIIMOHHBIM pecypcam;

pasrpaHMyeHHs J0CTyIa MOJb30BaTeNeld K MHPOPMALMOHHBIM, aIlapaTHbIM, IPOTPAMMHBIM
U UHBIM pecypcaM;

perucTpany M MEpPUOJUYECKOr0 KOHTpOJIL JEHCTBHH Tojb3oBareneid mnpu oOpaboTke
3anuIaeMoi nHGopMaIy U MePUOAMYECKUI KOHTPOJIb KOPPEKTHOCTH MX JICHCTBHIA;

KOHTpPOJISI LIEJIOCTHOCTH CpEAbl MCIOJHEHUS IPOrpaMM M €€ BOCCTAHOBJIEHHE B CIyyae
HapyIlICHHS;

oOecrieyeHuss ayTeHTU(UKAUUM W  MACHTU(UKALUU  [OJb30BaTeeH, Yy4aCTBYIOLIMX
B UH(POPMALIMOHHOM OOMEHe;

obecrieueHus HCIIPAaBHOCTHU IIPUMEHSIEMBIX B MH(POPMALIMOHHBIX cucreMax
I'BAOY nerckmit cag Ne 35 Ilpumopckoro paiiona Cankt-IlerepOypra cpeacTB 3aliuThl
uHpOpMaINH;

CBOEBPEMEHHOT'O BBISBICHHUE MCTOUYHUKOB Yrpo3 0e30macHOCTH HWHQPOPMALUHU, NPUYUH
U YCIOBHH, CHOCOOCTBYIOUIMX HAaHECEHHMIO  yliepda  3aWHTEpEeCOBaHHBIM  CyObEKTaM
MH(POPMALIMOHHBIX OTHOUICHUH;

CO3JIaHHEM CITy>KObl MOHHTOPUHIA M PEarupoBaHUs HA Yrpo3bl O€30MAaCHOCTH MH(POpPMALUU
Y HETaTUBHBIE MTOCIIE/ICTBUS;

CO3JIaHMEM YCIIOBHH JUIsI MUHUMH3AI[MM HAHOCUMOTO yIiepOa HEMpaBOMEPHBIMH JICHCTBUIMH,
U yCTpaHEHHE IMOCIeACTBUI HapyuieHus nHpopmannoHHoil 6ezonacnoctu B I'BJIOY nerckuii can
Ne 35 ITpumopckoro paitona Cankr-IlerepOypra.

Pemenue Brimenepeunciennslx 3ana4 B ['BJIOY nerckuii cag Ne 35 IIpumopckoro paiioHa
Cankr-IlerepOypra ocymecTBIsAETCS MOCPEICTBOM:

yueTa Bcex IMOJUIekKAIIUX 3alUTe HHPOPMALMOHHBIX PECYPCOB;

KYPHAJIMPOBAHUS NEHCTBUI MEPCOHANA, OCYIIECTBISIONIEr0 00CIYKUBaHUE U MOAU(DUKALIUIO
MPOTPAaMMHBIX M IPOrPAMMHO-AIIAPATHBIX CPEJICTB MHOOPMAIIMOHHBIX CUCTEM;

periaMeHTaluy TpoLeccoB 00paboTku uHpOpManuu, aewcTBuil padotHukoB I'BIOY
nerckuii cag Ne 35 Ilpumopckoro paiiona Cankt-IletepOypra, OCyIIECTBISIOIUX IKCILTYaTaIHIO
IPOTPaMMHBIX M HPOTrPaMMHO-AaNIapaTHBIX CPEJICTB, HA OCHOBE YTBEP)KACHHBIX OpPraHU3aIllMOHHO-
pacnopsIUTeIbHBIX JOKYMEHTOB I10 3aIUuTe HH(POPMAIIUH;

Ha3HAYEHUS U MOJrOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 32 OPraHU3aIMIO M OCYILIECTBICHHUE



MeponpusaTHii 1o obecrnieyeHnto nHpopmannoHHoil 6ezonacHoctd B I'BJIOY nerckmii cag Ne 35
ITpumopckoro paiiona Cankt-IlerepOypra;

HAJEJCHUs KaXJoro pabOTHMKa MHUHUMAIbHO HEOOXOAMMBIMHM TpaBaMH Tnpu pabote
B UH(POPMALMOHHOM HHPPACTPYKTYPE COTIACHO UX JOKHOCTHBIM O0S3aHHOCTSIM;

cOOJIIOICHHUS BCeMH paOOTHUKAMHU, SKCIUTYaTHUPYIOLIUMH M 00CITYKUBAIOIIMMHU IIPOrPaMMHbBIE
U [POrpaMMHO-aNIapaTHble  CpeICTBa, TPeOOBaHUI  OpPraHM3aMOHHO-PACIOPSAUTEIBHBIX
JOKYMEHTOB I10 BOIlpocaM obecrieueHust uH(OpMaIMOHHOH 6€30aCHOCTH;

NEPCOHATIBHON OTBETCTBEHHOCTBIO KaXKJIOTO pabOTHHMKA 3a CBOM JACUCTBUS, YYaCTBYIOIIETO
B paMKax CBOMX (DYHKIIMOHAJIBHBIX 00s3aHHOCTEH B Mpolieccax aBTOMAaTU3MPOBAHHOW 0OpabOTKU
MHGOPMALMU ¥ UMEIOIIET0 AOCTYH K pecypcaM HHPOPMALMOHHBIX CUCTEM;

peanu3anyell TEXHOJIOTMYECKUX IPOLECCOB OOpabOTKM HH(POPMALMU C HCIOJIb30BAaHUEM
KOMILJIEKCOB ~ OPraHM3allMOHHO-TEXHUYECKUX MEp  3allUThl INPOrPaMMHOI0  OOecredeHus,
IIPOTpaMMHO-aIapaTHBIX CPEJCTB;

OPUHATUSL Mep IO oOecleyeHu0 (PU3MUECKOW IEJIOCTHOCTH MNPOrpaMMHO-aNIapaTHBIX
cpeAcTB MH(POPMAIMOHHBIX CHUCTEM M IOAJIEPKAHMEM HEOOXOIMMOIr0 YpPOBHS 3allUIEHHOCTH
KOMIIOHEHTOB;

UCIOJIb30BAHUSI MPOrPAMMHBIX U MPOrPAMMHO-ANIMAPATHBIX CPEACTB 3aIlUThl WH(pOpMAUU
obpabareiBaemMoM B I'BJIOY nerckmii cax Ne 35 Ilpumopckoro paitona Cankt-IlerepOypra u
aIMUHUCTPATUBHOM MOIAEPKKOU UX UCIIOJIb30BaHU;

KOHTPOJISL ~ COOJIOACHUS  IOJIb30BATeNsIMH  HMH(MOPMAIMOHHBIX ~ CHUCTEM  TpeOOoBaHMMI
o obecreueHno NHPOPMAITMOHHOM 6€30MaCHOCTH;

npoBeeHus aHan3a 3()(PEeKTUBHOCTH MPUHATHIX MEpP 3aIIUTHI MHOOPMAIIUKN M IPUMEHSIEMbIX
cpeacts 3amuthl uHGopmamuu B ['BJAOY nerckmii cax Ne 35 Ilpumopckoro paitona CaHKT-
[TetepOypra;

pa3paboOTKU ¥ pealu3alu MPeUIOKEHUH 10 COBEPLUICHCTBOBAHMIO CHUCTEM 3alHUTHI
unpopmauuu B 'BJAOY nerckuit cag Ne 35 [Ipumopckoro paiiona Cankt-IletepOypra.

3 MNPUHIOUIBI OGECHEYEHUA UH®OPMAIIMOHHOM BE3OITACHOCTH

Obecneuenne nH(GOPMAIIMOHHON 0€30MaCHOCTH, JOJIKHO OCYLIECTBISATHCS B COOTBETCTBUU
CO CJIEyIOLIMMH OCHOBHBIMU IIPUHLIUIIAMHU!

IpuHUMI 32KOHHOCTH

[Tpu BBIOOpE MeponpHATHi MO 3ammTe WH(POPMAIMU, JOIDKHO COONIIOIAThCs JEHCTBYIOLIEE
3akoHoJaTenbcTBO Poccuiickoit denepanyu B cepe 3amuThl HHPOPMALIUH.

Bce paGOTHHKHM JTOMKHBI UMETh MPEACTaBICHUE 00 OTBETCTBEHHOCTH 3a MPABOHAPYLICHHS
B cdepe 3amuTsl uHpopManuu. IIporpaMmHo-anmapatHeie cpeicTBa, npumensemsie B I'BJIOY
nerckuii cag Ne 35 TIpumopckoro paifona Cankr-IlerepOypra , JOIKHBI IMETh COOTBETCTBYIOLIHE
JMIEH3UH, O(UIHUAIBHO MPHOOPETAThCS y MpPEeICTaBUTENCH pa3padOTUMKOB ITHX CPEACTB WIH
SBIIATHCSA MHTEIUIEKTyalbHOU coocTBeHHOCTRIO [ BJIOY nerckuii can Ne 35 Ilpumopckoro paiiona
Cankr-IlerepOypra.

IIpuHIUI CHCTEMHOCTH

[Tpu co3manuy cUCTEMBI 3alUTHI TOJKHBI YUUTHIBATHCS aKTyaJbHbIE YIpO3bl O€30MIACHOCTH
uHpOpMaLMY, BO3MOXHbIE OOBEKTHl M HANpaBICHUS aTaK Ha HEE CO CTOPOHBI HApYILIUTEJCH.
Cucrema 3amMTHl JIOJDKHA CTPOMTHCA C YUYETOM HE TOJIBKO M3BECTHBIX KaHAJIOB YTEUYKU
uHpOpPMALlUK, HO U C YYETOM BO3MOKHOCTH IMOSIBIICHUSI HOBBIX YS3BUMOCTEH B MPOrpaMMHOM
o0ecrieueHHN.

IMpyuHOMI KOMIVIEKCHOCTH

KommiekcHOe MCTI0NIb30BaHUE CPEACTB 3alUThl MHOOPMAIMK MIPEIoIaraeT COrlaCOBaHHOE
IIPUMEHEHHUE MPU ITOCTPOEHUU LIEIOCTHOW CHUCTEMBI 3aLLUThI, IEPEKPBIBAIOIIEH BCE CYIIECTBEHHbBIE
yrpo3bl 6e30macHOCTH HMHGpOpMAIMU. 3aluTa JOJKHA CTPOUTHCSA SUIETOHUPOBaHO. Du3nueckas
3alIMTa J0JDKHA 00ecneunBaThCsl (PU3NYECKUMH CPEICTBAMU U OPraHU3allMOHHBIME MEPaMHU.

[Ipu nmocTpoeHum, BHEIAPEHUHU U HKCILUTyaTalldl CHCTEMBbI 3aIlUThl HHPOPMALUU PYKOBOJICTBO
Komurer obecnieunBaer ycioBust uig S>PQPEKTUBHONH KOOpAMHAIMHM JEHCTBUH BCEX JIMII,
obecreynBaromuX HHPOPMALIMOHHYIO 0€30I1aCHOCTb.



IIpuHIUI CBOCBPEMEHHOCTH

PazpaboTka cucteMsl 3alUThl WHGOPMALUU JOJKHA BECTHCh MapallIeNIbHO C pa3pabOTKOM
U MHQOPMAIMOHHOW  CHCTEMBL. OTO  TO3BOJMT  y4yecTb TpeOoBaHus  Oe30macHOCTH
IpU TPOCKTUPOBAHUHM apXUTEKTypbl M, B KOHEYHOM cueTe, co3naTh Oonee 3(ddekTuBHBIC
MH(POPMALIMOHHBIE CUCTEMBI, 00JIaJat0IIKe TOCTATOYHBIM YPOBHEM 3alIUIIEHHOCTH.

IIpuHIUI IPEeeMCTBEHHOCTH

[TocTosiHHOE COBEpIICHCTBOBAHME MEpP M CPEIACTB 3alUThl HMH(OpMAUMH Ha OCHOBE
MIPEEMCTBEHHOCTH OPTaHU3AllMOHHBIX W TEXHUYECKUX PELICHUH, KaJpoBOrO COCTaBa, aHAJIN3a
(YHKIMOHMPOBAHUS MH(POPMALMOHHBIX CHUCTEM U CHUCTEMbI €€ 3allUThl C yYeTOM H3MEHEHUH
B METOJAaX M CpEeACTBaX IepexBara HMH(OpMAIMM, HOPMATHBHBIX TpPEOOBaHM IO 3alUTe
uHpOpMaLIUH.

IpyuHOMI J0CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha o0ecrieueHrne nHHOPMAIIMOHHOW 0€30MaCHOCTH U IICHHOCTH
MHPOPMALIMOHHBIX PECYpCcOB Ha BEIMYMHY BO3MOXKHOTO yiepda OT HuX pasriameHus,
YHUYTOXXEHUS M UCKaXKEeHUs. Vcronbp3yeMble Mephbl U CpeACTBa 3aIUThl HHPOPMALIUU HE JOJDKHBI
yXYJIIaTh 3pTOHOMUYECKHE TIOKA3aTeI KOMIIOHEHTOB MH()OPMAITIOHHBIX CUCTEM.

IIpuHIMI 0TBETCTBEHHOCTH

Bo3noxeHne 0TBETCTBEHHOCTH 3a o0ecreyeHne 0e30macHoCTH nHpopMaluu u ee 00paboTku
Ha KaX/J0ro pabOTHUKA B Tpejaeiax €ro IMOJHOMOYMH. B COOTBETCTBMM C 3TUM MPUHLIUIIOM
pacripenienieHue IpaB U 00sI3aHHOCTEH PaOOTHHUKOB CTPOMTCS TAaKUM 00pa3oM, 4YTOOBI B ciydae
10060T0 HapyILIEHUs ObUT U3BECTEH HAPYILIUTENb.

IpuHIUN 000CHOBAHHOCTH M TEXHUYECKOI peasTn3yeMoCTH

WudopmanroHHble TEXHOJIOTHH, IPOrPAMMHBIE U NIPOrPAMMHO-AIIAPATHBIE CPEICTBA, MEPHI
3alUThl MHPOPMALMU JTOJKHBI OBITh peaM30BaHbl M0 COBPEMEHHBIM DPELICHUSM, O0OOCHOBAHBI
C TOYKH 3PEHUS JOCTHKECHHUS 33JaHHOTO YPOBHS 3alMIEHHOCTH WH(POPMAIMU U SKOHOMHYECKOU
1IeJIECO00Pa3HOCTH, a TaKXKE COOTBETCTBOBATH YCTAHOBIECHHBIM HOpPMaM M TpeOOBaHUSAM
1o 6e301acHOCTH UH(POPMAIIHH.

IIpuHuun npogeccnoHaInzmMa

Peanuzanus Mep 3amuThl MHGOpPMAIMKM M SKCIUTyaTalUs CPEACTB 3aIIMUThl MH(OpMAIUH
JOJDKHA OCYHIECTBIATHCA IPOPECCHOHATBHBIMY CIICIIHATUCTAMHU.

[IpuBneuenune criennalIn3uPOBaHHBIX OPraHU3AIMA K pa3pabOTKe CPEJCTB U pealnu3aluu Mep
3alUThl MH()OPMAIIUK, TOATOTOBICHHBIX K KOHKPETHOMY BHUAY ACATEIBHOCTU IO OOECIEYCHHUIO
6e30macHOCTH MH(OPMAIIMOHHBIX PECYPCOB, UMEIOIIUX OMNBIT MPAKTUYECKOH padOThl U JHUIEH3UU
Ha MPaBO OKa3aHMs yCIYT B 3TOW 00JIaCTH.

IMpyuHUMI MUHUMHM3AaLMU IPUBUJIET Ui I0JIb30BaTe/ el

Obecneuenue Noab30BaTENCH NPUBUICTUIMU MUHUMAIBHO TOCTaTOYHBIMU ISl BHIIOJHEHUS
UMHU CBOUX JOJKHOCTHBIX oOsi3anHOCTel B I'BJIOY nerckuit cag Ne 35 Ilpumopckoro paiiona
Cankr-IlerepOypra.

4 OCHOBHBIE TPEBOBAHUA 110 3AINUTE NUHOOPMALIUHN
OI'PAHUYEHHOTI O JOCTYIIA

Cuctema 3ammTthl MHGOpPMAIMK JOJDKHA TPEAYCMATPUBATh KOMIUIEKC OPraHU3al[MOHHBIX,
IPOTPaMMHBIX U MPOTPAMMHO-AMIAPATHBIX CPEICTB U MEp IO 3alMTe UH(OPMAIMK B IMpOLECcCe
ee 00paboTKH.

Brimonnenue TpeOoBaHM JOCTHraeTcs 3a CYET pealu3ali Ha 00bEeKTax MH(pOpMaTH3AINH
Mep MO 3alIuTe HHPOPMALIUU:

UACHTU(DUKAIMY U ayTeHTU(UKAIIUN CyOBEKTOB JOCTYIAa U 00BEKTOB AOCTYIIA;

YIPaBJICHUIO I0CTYIIOM CYOBEKTOB JOCTYIa K 00BEKTaM J0CTYIIa;

OTPaHUYEHUIO IPOTPAMMHON Cpebl;

3alIUTe MAIIMHHBIX HOCUTENEH epcOHATbHBIX JTaHHbIX;

perucrpanuu CoOObITHI 0€30MacHOCTH;

AHTUBHUPYCHOM 3aILHUTE;

00HapY>KEHHUIO BTOPKCHUIA;



KOHTPOJIIO (aHAIU3Y) 3alUIIEHHOCTH IEPCOHAIbHBIX JAHHBIX;

00€CIeYeHNIO LIEJIOCTHOCTH MH(POPMALIMOHHOM CUCTEMBI U TIEPCOHANIBHBIX IaHHBIX;

00€CIIeYeHNIO JJOCTYITHOCTH MEPCOHAIBHBIX JaHHBIX;

3aLUTBI CPElIbl BUPTYAIN3aLIUN;

3aIUThl TEXHUYECKUX CPEACTB;

3alIUThl HH(OPMAIIMOHHON CUCTEMBI, €€ CPEACTB, CUCTEM CBSI3M U NIepeayl JaHHbIX;

BBISIBJICHUIO MHIIUJIEHTOB U PEarupoBaHue Ha HUX;

yhnpaBieHUI0 KoH(purypauueil HH(POPMAIMOHHONM CHUCTEMBI M  CHCTEMBl  3aIlIHUTHI
[IEPCOHAJIbHBIX JaHHBIX.

I'BAOY nerckuit cax Ne 35 Ilpumopckoro paiiona Cankt-IletepOypra, xak oOnanaTens
MH(pOPMALUU OTPAaHUYEHHOTO JI0CTYIa, IPU OCYILECTBICHIUH CBOMX MpaB 0053aHO:

co0JIr01aTh MpaBa U 3aKOHHbBIE HHTEPECH! MHBIX JIUI;

IPUHUMATh HEOOXOAUMBIE MEPHI 110 3aLUTE HHPOPMALIUH;

OrpaHUYMBATH JOCTYH K HMHQOpPMALWH, €ciAM Takas OOsA3aHHOCTh YCTaHOBJICHA
3aKoHoarenbcTBOM Pocculickon denepanuu.

B Tom uyucne I'BAOY nerckwuii cax Ne 35 Ilpumopckoro paiiona Cankt-IletepOypra, Bripase
€CJIM MHOE He IIPEAYCMOTPEHO 3aKoHOoAaTenbecTBOM Pocculickoit denepanuu:

paspemiaTh Uik OrpaHUYUBATh JOCTYH K HH(GOPMAIIUHU, OTIPENIENIATh MOPSAA0K U YCIOBHSI TAKOTO
J0CTYTIa;

UCIOJIb30BaTh HH(POPMAILIUIO, B TOM YHCIIE PACIIPOCTPAHSATH €€, 10 CBOEMY YCMOTPEHHIO;

nepefaBatb HMHGOPMAIMIO JAPYTUM JIMIAM Ha YCTaHOBJICHHOM 3aKOHOAATEIbCTBOM
Poccuiickoit denepanuy OCHOBAaHUY;

3alUIIAaTh YCTAHOBJICHHBIMU 3aKOHOIATENbCTBOM Poccuiickoit denepanuu crocodamMu CBOU
IpaBa B ClIlydae HE3aKOHHOTO MOJy4YeHHs HH(OpMAlMM WIM €€ HE3aKOHHOTO HCIOJIb30BAHUS
MHBIMU JINLIAMU;

OCYILECTBIISATh MHBIE JEHCTBHS C HH(pOpMAIMEed HIM pa3peuiarb OCYIIECTBICHHE TaKHX
JICUCTBUIM, e€cauM 5TU JeWcTBUS HE NpoTHBOpevar (QelnepaibHbIM 3aKOHAM U JIPYTUM
HOPMAaTUBHO-IIPaBOBbIM akTam Poccuiickoit @enepanuu.

3ammra MHQOPMALUM  OTPAaHUYEHHOTO  JOCTyNa MpeJCTaBiseT co0Oi  IpUHSATHE
OpPraHMU3allMOHHBIX U TEXHUYECKUX MEP, HAIIPABJICHHBIX Ha:

cobioieHre KOH(UIeHIMANbHOCTH HH(OpMaAIK (MCKIIOYEHUE HEIPaBOMEPHOIrO JIOCTYIa,
KOIMPOBAHUS, PEIOCTABICHUS WIN PACIPOCTPaHEHUS HH(POPMAIIUN);

obecreyeHue 1e0CTHOCTH HH(OpMaIK (MCKIIFOUSHHE HETIPaBOMEPHOTO YHUUYTOKEHUS
WIA MOJU(PHUIMPOBAHUS HH(DOPMAIIH);

peanu3aiyio npasa Ha JOCTYI K HHGOpMauu (UCKII0YEHUE HEIPaBOMEPHOTO OJIOKUPOBAHUS
UHpOpPMALIUN).

CpenctBa 3amuThl MHOOPMAIIMKM BHEIPSIIOTCA 10 pe3yibTaTaM MpPOBEIEHUS OLIEHKU PHCKOB
MH(POPMALIMOHHOM 6€30MacHOCTH.

Oprannsanus 3auThl HHGOPMALHHT

[Tpu opranuzauuu B I'BJIOY nerckuit cax Ne 35 IIpumopckoro paiiona Cankr-IlerepOypra
3alUThl HH(OPMAIMH, JOJDKHBI BRITOIHATHCS TpeOoBaHus denepanbHoro 3akona ot 27.07.2006 Ne
149-@3 «O6 unpopmaruu, THGOPMALMOHHBIX TEXHOJOTUAX U O 3alIMTe MH(OPMAIUI», KOTOPbIE
PETyIUPYIOT OTHOIIEHH, CBSI3aHHBIE
C YCTAHOBJICHHEM, U3MEHEHHUEM U MPEKPALICHUEM peKuMa 00pabOTKU 3aluiaeMoi HH(HOPMAIIHH.
B ToM umcne tpeboBanus 0 3ammre MH(OOPMAIMK, HE COCTABIAIOLICH TOCYJapCTBEHHYIO TalHY,
coJiepKalieiics B TOCYAApCTBEHHBIX HH(POPMALMOHHBIX CHCTEMaxX YTBEPXKJICHHBIC MPUKA30M
®CTOK Poccun ot 11.02.2013 Ne 17 «O6 yTBepxaeHuM TpeOOBaHUN O 3amuTe HWHGOPMAINY,
HE  COCTABJLIOLIEH  TOCYJNAPCTBEHHYIO  TaliHy, COJEpXKalleWcs B IOCYIapCTBEHHBIX
MH(POPMALIMOHHBIX CHCTEMax).

BTI'BAOY nerckmii cax Ne 35 Ilpumopckoro paiiona Cankr-lIlerepOypra mnomumo
peanu3al OCHOBHBIX MEp 3alIUThl HH(OPMAIMU OCYILECTBIISETCS:

peryisipHas  OLEHKa U  yHOpaBleHHE pHUCKaMU  HMH(OPMAIIMOHHONW  0e30MacHOCTH
B COOTBETCTBUH C YCTAaHOBJICHHBIMU MPOIEIypaMH B 00J1aCTH YIPABICHUS PUCKAMU;



uH(POPMHUPOBAHUE, o0yuyeHue u IIOBBILIEHUE KB (HUKAIIMN pabOTHUKOB
I'BJIOY nerckuii cax Ne 35 Ilpumopckoro paitona Cankt-IletepOypra B chepe nHpopmarmoHHON
0C30I1aCHOCTH;

METOAMYECKass IOMOIIb pPa0OTHHUKAM B BoOmpocax oOecrmeyeHus HHPOPMALUOHHOM
0C30I1aCHOCTH;

aHaJIM3 ¥ [MOMCK BO3MOKHOCTEH 110 MOBBILICHUIO YPOBHSA 3alIMIEHHOCTH HHPOPMALIUH.

Hnst opranmuzanuu 3amuTsl nHGopmaruu, I'6/I0Y nerckuit cag Ne 35 [Ipumopckoro paiiona
Cankr-IlerepOypra BipaBe NpUMEHSTH CPEICTBA U METOABI TEXHUUYECKON 3aIUTHI, IPEANPUHIMATh
JIpyrue, He NPOTUBOpPEYAIlNE 3aKOHOAATENbCTBY Poccuiickoit denepanuu, Mepsbl.

B pamkax oOecrieueHus 3auThl HHGOPMAIUK, B paMKaX TPYAOBBIX OTHOIIEHUH HEOOX0IMMO
O3HAKOMUTb IO POCIIHCH PAOOTHUKOB, JOCTYIT KOTOPBIX K MH(OpMAIIMK OrpaHUYEHHOTO JIOCTYTIA,
HEO0XO/IUM JUIsl BBIMIOJIHEHUS] UMU CBOMX JOJDKHOCTHBIX 00s3aHHOCTEH, ¢ mepeyHeM nHpopManuu
orpaHuueHHoro nocryna, u npuHateiMu B ['BJIOY nerckuit cax Ne 35 Ilpumopckoro paiioHa
Cankr-IlerepOypra Mmepamu 3a1UThl UH(HOPMALHH.

Oco0eHHOCTH 3aUTHI EPCOHAJBHBIX JaHHBIX

ITpu opranmuzauuu o6padotku B I'BJIOY nerckmii cag Ne 35 Ilpumopckoro paiiona CaHKT-
[letepOypra  mepcoHaNbHBIX  JAHHBIX  HEOOXOIUMO  PYKOBOJCTBOBAThCS  TpeOOBaHUAMU
®enepallbHOTO 3aKOHa oT 27.07.2006 Ne 152-®3
«O mepcoHaNbHBIX JaHHBIXY.

[lepeuenr Mep, BbIMONHEHHE KOTOpbIX obOecneunBaeTr [BJOY nmerckmii cam Ne 35
ITpumopckoro paiiona Cankt-IletepOypra B kauecTBe onepaTopa NepCOHANBHBIX JaHHBIX, TOJHKEH
BKJIIOYATh!

nHaznauenue B ['BJIOY nerckmii cag Ne 35 Ilpumopckoro paiiona Cankr-IlerepOypra
OTBETCTBEHHOTO 332 OPTaHU3aLUI0 00PaOOTKU MEPCOHANBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEASISIONMX MPaBUiIa B OTHOIIEHUH 00pa0OTKU MEePCOHAIBHBIX
nannblx B 'BJIOY nerckuii can Ne 35 Ilpumopckoro paiiona Cankr-IlerepOypra, JOKalIbHBIX aKTOB
10 BOMpOcaM 00pabOTKU MEPCOHANBHBIX TaHHBIX;

NPUMEHEHHE OPraHM3ALMOHHBIX M TEXHHYECKHX Mep N0 obecredeHuro Oe30MacHOCTH
IIEPCOHANIBHBIX JaHHBIX B COOTBETCTBMM cO crarhedl 19 denepanpHoro 3akona or 27.07.2006
Ne 152-®3 «O nepcoHalIbHBIX JaHHBIX);

BBINOJIHEHHE TPEOOBAaHUN MO0 COCTABY M COACPIKAHUIO OPTaHU3AIMOHHBIX U TEXHUYECKUX MEp
1o 00ecrevyeHnIo 0e30MacHOCTH NEePCOHANBHBIX JaHHBIX NMPH X 00paboTke B MH(POPMALMOHHBIX
CUCTEMaX NEPCOHANIBHBIX JaHHBIX yTBEpkAEHHBIX [Ipukazom @CTOK Poccun ot 18.02.2013 Ne 21
«O0 yTBepXKIEHHMH COCTaBa M COJACPXKAHMUSA OPTraHU3ALMOHHBIX W TEXHUYECKUX Mep IO
obecrieyeHn0 0€30MaCHOCTU MEPCOHAIBHBIX JAHHBIX NMPH UX 00paboTke B MHGPOPMALMOHHBIX
crcTeMax NepCOHATbHBIX JaHHBIX);

OLIEHKY Bpe€Ja, KOTOpPBIH MOXET ObITh NPUYMHEH CYObEKTaM NEePCOHAIbHBIX JaHHBIX
B ciydae HapyueHuss PenepanbHoro 3akoHa Ne 152-D3, cooTHOLIEHME YKa3aHHOIO Bpena
U MPUHUMAEMBIX OIEPaTOPOM MEp, HANpaBJICHHBIX Ha OOecreueHHe BBITOJHEHHS 00S3aHHOCTEH,
npenycMoTpeHHbIX PenepanbHbIM 3akoHOM Ne 152-D3;

o3Hakomsienue paboraukoB ['BJAOY nerckmit cax Ne 35 Ilpumopckoro paiiona CaHKT-
[TetepOypra, HEMOCPEICTBEHHO OCYIIECTBIAIOIMX OOpa0OTKY MEpCOHANbHBIX JaHHBIX, C
MOJIOKCHUSIMH 3aKOHOJATEJILCTBA Poccuiickoit denepaunn
O TEpPCOHAIBHBIX JAHHBIX, B TOM YHCJIE TPeOOBAHUSAMHU K 3allUTE IEPCOHANBHBIX JaHHBIX,
IoKyMeHTamu, omnpenensoomumu TpedoBanust ['BJIOY nerckuit cag Ne 35 Ilpumopckoro paiiona
Cankr-IlerepOypra B OTHOIIEHHHM OOpaOOTKM MEPCOHANBHBIX JaHHBIX M OOydeHue, Npu
HE00XO0/IMMOCTH, YKa3aHHBIX pAOOTHUKOB.

Obecneuenne 6e30MaCHOCTH NMEPCOHATBHBIX JAHHBIX JOCTUIAETCsl, B YACTHOCTH:

Olpe/ieIeHUeM  Yrpo3 W Hapymurenel  0e30MacHOCTM  NEPCOHANBHBIX  JaHHBIX
pu uX 00paboTke B MHPOPMALTMOHHBIX CUCTEMAaX MEPCOHATBHBIX JaHHbIX;

OIIpENICJICHUEM  YPOBHS  3AIUMIIEHHOCTH TEPCOHAIBHBIX JAaHHBIX B  COOTBETCTBUHU
¢ tpeboBanusmu IlocranoBnenus [IpaBurensctBa Poccuiickoit @enepannun ot 01.11.2012 Ne 1119



«O06 yTBepkIeHHMM TpeOOBaHMH K 3alIUTE MEPCOHAJIBHBIX JAHHBIX IPH HX 00paboTKe
B UH(OPMALMOHHBIX CUCTEMAX MEPCOHAIBHBIX TaHHBIX);

NPUMEHEHUEM TPOUICIIINX B YCTAHOBJIEHHOM IOPSAIKE IMPOLEAYPY OLEHKH COOTBETCTBHS
CPEeACTB 3alUThl HH()OpMAIIH;

OLIeHKOM 3(p(peKTUBHOCTH MPUHUMAEMBIX MEp MO 3alUTe NMEePCOHAIBHBIX JAHHBIX J0 BBOJA
B HKCIUTyaTaI1Io HH(OPMAIIMOHHON CUCTEMbI IIEPCOHANIBHBIX JTAHHBIX;

BOCCTAQHOBJICHHEM MEPCOHAIBHBIX JAHHBIX, BCIEACTBUE MOJTYUYCHUSI HECAHKIIMOHUPOBAHHOTO
JO0CTyIa K HUM;

YCTQHOBJICHHMEM TpaBWJI JOCTyHa K IEPCOHAIbHBIM JaHHBIM, 00pabaThIBa€MbIM
B HMH(pOPMAIMOHHBIX CHUCTEMax IEPCOHAIBHBIX JAHHBIX, a TaKXKE OOECIIEYEeHHEM pPErHucTpaluu
U y4eTa BceX JCUCTBHI, COBEPIIAEMBIX C IIEPCOHANBHBIMU JAHHBIMU B MH(OPMALIMOHHBIX CHCTEMaxX
NEPCOHATBHBIX JAHHBIX;

KOHTPOJIEM 32 IPUHUMAEMBIMU MEpPaMH I10 3aIIUTe MEPCOHATBHBIX TAHHBIX U ONPEICTIEHHOTO
YPOBHS 3aIlMIIEHHOCTH HWH(POPMALMOHHBIX CHUCTEMax IEPCOHAIBHBIX MJAaHHBIX B IpoOLEcce
ee IKCIUTyaTalluu.

5 OCHOBHBIE TPEBOBAHUSA K IIPOHECCAM OBECIIEYEHUA
UH®OPMAIIMOHHOM BE3OIACHOCTH

Metoanyeckoe pyKOBOJCTBO, pa3pabOTKy pelieHuil mo 3amure uHpopMaliy, coriacoBaHue
BbIOOpA CPEJCTB BBIUMCIUTENIFHOW TEXHHUKH, MPOTPaMMHBIX M MPOrPaMMHO-AINAPAaTHBIX CPEACTB
3alUThl WH(GOPMAIMK, OpPraHU3alMi0 padoT MO BBISBICHHIO BO3ZMOXKHOCTEH M MPEIyNPEKICHUIO
YT€UKH U CBOWCTB 3aluinaeMod HH(OpMAIUK, aTTecTaluio OOBEKTOB HH(OpMaTH3ALUU
OCYIIECTBIISIIOT KOMIIETEHTHbIE CTpyKTypHble moapasaenenus I'BJIOY nerckuii cam Ne 35
ITpumopckoro paitona Cankr-IlerepOypra.

Pusnyeckas 0e301aCHOCTH

[IpunsTBHIE OpraHM3allMOHHBIE W TEXHUYECKHME Mepbl Mo 3amure nomemeHud I'BJIOY
nerckuii cag Ne 35 Ilpumopckoro paiiona Cankr-IletepOypra, cepBepHOro U KOMMYTAIMOHHOTO
000pyIOBaHUs, aBTOMATU3HPOBAHHBIX Pa0OYMX MECT IOJIb30BaTeNiell MHPOPMALMOHHBIX CHUCTEM
I'BAOY nerckwmii cag Ne 35 [Ipumopckoro paiiona Cankt-IletepOypra obecrieunBaroT peann3anuio
CIIEIYIOIIUX MEp II0:

pasrpaHuueHHI0 jgoctyna pabotHukoB B nomeunienus ['BJAOY nerckmit cam Ne 35
ITpumopckoro paitona Cankr-IlerepOypra B COOTBETCTBUU C UX IMOJHOMOYHSAMHU U JODKHOCTHBIMU
00513aHHOCTSIMH;

peructpanu (GakToB BXoJa paOOTHUKOB B TOMEINEHHUS B KOTOPBIX BeAeTcs oOpaboTka
NEPCOHATIBHBIX JAHHBIX;

KOHTpOJMpyeMoMy TpeObiBanuio mnocroponHux iauny B I'BJIOY  perckumit cag Ne 35
[Tpumopckoro paitona Cankt-IletepOypra B mnomemieHHs, B KOTOPBIX BeleTcs 00paboTka
uHGOPMALMK OTPAaHMYCHHOTO JOCTYIA M pPa3MEIICHbI amllapaTHble CpeAcTBa MH(OPMAIMOHHON
CHCTEMBI;

OpraHU3aIMH PeKUMa KOHTPOJIUPYEMOT0 BHOCA/BBIHOCA CPEACTB 00pabOTKHU HHPOPMALIUY.

ITomemenuss Komurter pomkHBl OBITH O0OpPYAOBaHBI JETEKTOpaMHU OTFHA M JbIMa,
OTHETYIUTENSIMH, CUCTEMaMHU KOHIMIIMOHUPOBAHUS BO3JyXa, CPEICTBAMU OXPAaHHO-TIOXKAPHOU
CUTHAJIN3AIUH.

OcHoBHOE cepBepHOe W KoMMyTalmoHHoe obOopynoBanue ['BJIOY pmerckmit cam Ne 35
[Tpumopckoro paiiona Cankr-IlerepOypra A0KHO OBITH 3alMINEHO OT MepeboeB B Iojaue
AJIEKTPO’HEPTUM  MYTEM MOJKIIOUEHHUS K  OJIEKTPOCETH € MPUMEHEHHEM HCTOYHHMKOB
OecriepeOOMHOrO MUTAaHUA M PE3EPBHOTO JAM3eNb-reHepaTopa. Mctounuku OecnepeboitHOro
IUTAHUS HEOOXOAMMO pETrYJSIPHO TECTHUPOBATh M IMPOBEPATH YIMOJHOMOYEHHBIM pabOTHHUKAM
I'BAOY nerckmit cax Ne 35 Ilpumopckoro paiiona Cankr-llerepOypra B COOTBETCTBUH C
PEKOMEHIALUSMH ITPOU3BOAUTEIIS.

[lopTaTuBHBIE = TEXHHUYECKHME CpEACTBA HE JODKHBI OCTaBaTbcsd 3a  MpeAeiamMu
koHTpompyemoit 30861 [ BJIOY nerckuit cag Ne 35 Ilpumopckoro paiiona Cankt-IlerepOypra 6e3



KOHTpOJIsi co cropoHbl padoTHHkoB I'BJIOY nerckmii cag Ne 35 Ilpumopckoro paiioHa CaHKT-
[TetepOypra .

Be3onacHocTh Ha padouyeM mecTe

3ampemaercs BECTH 3alUCh MApOJIed B OTKPHITOM BHJE Ha MaTepHaIbHBIX HOCHUTEIS,
32 UCKJIIOUEHHEM CIIy4aeB, periJaMeHTUPOBAHHBIX METOI0B XPaHEHHUSI.

JIOKyMEHTBl ¥ HOCHUTENINM C HH(POpPMaLUel OrpaHWYeHHOro JOCTyHa IOJDKHBI YOHpaThCs
B orneyareiBaeMble MecTa (ced¢pl, mKkappl M T.O1.), OpU yxoae ¢ paboyero MecTa.
Ha aBTromaTtusupoBanHoMm pabouem mecte Ilonb3oBaterns paboydas ceccus JOKHA OBITH MIpepBaHa,
pabGoumuii cronm 3abiokupoBaH. Bxon monb3oBaTens B CUCTEMY HE JIOJDKEH BBIOIHATHCS
aBTOMAaTHYECKH.

JIOKyMEHTBI, coJepKaliue HWHPOPMALUI0 OTPaHUYCHHOTO JOCTyMa, JOJDKHBI —cpasy
M3bIMATBCS W3 MEYaTAIOUIMX YCTPOUCTB. Jlis yTwiM3auuum KOH(UACHIHAIBHBIX JIOKYMEHTOB,
JOJDKHBI  MCTIOJIB30BAaThCSl YHUYTOXKUTENM JIOKYMEHTOB HE HWXKe 4 YpOBHA IO CTaHAAPTY
0€301acHOCTH, MPUMEHIEMOMY K YHUUTOXKUTEIISIM JIOKyMEHTOB.

IIpy wucHoONb30BaHUM MOOWJIBHBIX TEXHHYECKHUX CPEJICTB HEOOXOJMMO COOJI0JaTh
JOMOJTHUTENIbHBIE MEPhl MO perjiaMEeHTAllMd M KOHTPOJIO HCIIOJIb30BaHHUS B HMH(OPMAIMOHHON
crucTeMe MOOMJIBHBIX TEXHUUECKUX CPECTB.

Haxoxxnenue mnpeacraBuTeneil IOPUAWYECKUX JUI[ B PaMKax MCIOJHEHUS JIOTOBOPHBIX
0053aTeNIbCTB B IIOMEIICHUSIX B KOTOPBIX BeleTcs o0paboTka HH(GOpMAIMKU OrpaHMYECHHOT'O
JocTyna UH()OPMAIIMOHHOW CUCTEMBI, BO3MOXKHO TOJBKO B CONMpOBOXIeHWU padotHuka ['BJIOY
nerckuit cag Ne 35 Ilpumopckoro paiiona Cankr-IlerepOypra qomynieHHOTo 10 00paboTKU Takon
uHpOpMaLUH.

Pa3zmerienne TeXHHUECKUX CpeACTB BbiBoJa MH(popmanuu B nomemieHusx I'B/I0Y nerckwuii
can Ne 35 Ilpumopckoro paiiona Cankt-IletepOypra HpoH3BOIUTCS C Y4YE€TOM MCKIIOUYCHUS
BO3MOKHOCTH BHU3YaJIbHOTO MPOCMOTPa UHPOPMALUU TOCTOPOHHUMH JIMIIAMH U paOOTHUKAMHU, HE
JOTYIIEHHBIM K pa0doTe ¢ TaHHOW HH(OpMAIIHEH.

TexHuueckue cpeAcTBa JOJDKHBI pPa3MEUIaTbCs W XPAaHUTbCA TaKUM 00pa3oM, YTOOBI
COKpaTHUTh BO3MOXHBII PUCK MOBPEXKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTO IOCTYTIA.

Texnuyeckoe o00cay;kMBaHNe 000Py10BaAHNS

Texunueckue cpeacrsa I'BJIOY nerckuit cax Ne 35 Ilpumopckoro paiioHa CaHKT-
[letepOypra JHOKHBI TPOXOJUTH HA PETYJISPHON OCHOBE CEpPBHCHOE OOCIy)KHBaHHE B
COOTBETCTBUH C PEKOMEHIAIMSIMH TPOU3BOIUTENEH 000y J0BaHUSI.

PemoHT u cepBUCHOE OOCIy)XHBaHHE OOOPYJOBAHUS JOJDKHBI BBIINOJIHATHCS TOJBKO
KBAJTM(HUIUPOBAHHBIMU CIIELUAIUCTAMHU.

Texuuueckoe oO0cIy)XUBaHHE OOOPYAOBAaHHS CTOPOHHMMHU OpPraHU3ALMSAMHU HE JOJDKHO
IIPUBOJIUTH K PUCKY HApYIICHUS KOH(PUICHIIMATBHOCTH 3aLIUIAeMON HH(DOpMAITIH.

B3auMmopaeiicTBHe ¢ TPETHbUMM JIULAMU

B umemsx oOecnedenus uHdpopmanumonnoit OezonmacHoctd ['BJIOY nmerckuit cam Ne 35
IIpumopckoro paniona Canxkr-IlerepOypra npu B3aUMOJCUCTBUU
C TPETbUMHU JIUIIAMHU JOJDKHO BBINOJIHATH CIEIYIOIINUE MEPOIIPUATHUS T1O:

3aKJIIOYCHHIO COIJIAIIEHUS O HepasrjalleHud WHGOpMalMKd OrpaHUYEHHOIO JIOCTyIa
MIOJIyYSHHOH B XOJIe HCIIOJIHEHUS T0TOBOPHBIX 0053aTENIbCTB;

OCYILIECTBJICHUIO KOHTPOJS 3a JACUCTBUSAMM IpEICTaBUTEICH KOHTPAareHTOB B Ipejaeax
koHTpoaupyemoii 301 ['BJIOY netckuii cax Ne 35 Ilpumopckoro paiiona Cankr-IlerepOypra.

YnpapieHue ;KU3HEHHbIM HUKJI0M MH()POPMALMOHHBIX CHCTEM

MepornpusitTist B IpoIiecce KU3HEHHOTO ukia nHpopManuonneix cucreM ['BJIOY nmerckuit
can Ne 35 IIpumopckoro paiiona Cankr-IlerepOypra goKHBI ObITH HANpaBJICHbI HA OOecleYeHne
3alMThl UHPOPMALIMU TPU BBOJE B JEHCTBUE, SKCIUTyaTallMH, CONMPOBOXKICHUN U MOJCPHU3AIMH,
BBIBOJIA U3 HKCILTyaTaIUH.

OcHoBaHueM mpu pa3paboTke HHOOPMAIMOHHBIX CHUCTEM JOJDKHBI SIBIATHCS pPELICHUS
NpUHATBIE Ha cTaguu (OPMHUPOBAHUS TpeOOBaHMMU, conepKalmiue TpeOOBaHHUS B TOM YHCIIE
10 CUCTEME 3aIIUThI HUHPOPMALIUH.



JIro0oe rraHupyemMoe K BHEIPEHUIO U3MEHEHNE MH(POPMAITMOHHON CUCTEMBI IIPEBAPUTEIIEHO
JIOJDKHO ~ OBITh  NPOAHAJIM3UPOBAHO HA  COBMECTMMOCTh W OTCYTCTBHE  HapyLICHUH
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPE/ICTB 3AIIUTHI HHPOPMALIUH.

PaboTel 1o MoaepHu3anuK HMHGOPMAIMOHHOM CHCTEMBI, B TOM 4YHCIE IO YCTaHOBKE
IIPOTPaMMHOT0 0OecIieueHus: 1 OOHOBJICHUH, TOJKHBI IIPOBOJAUTHCS B HEpabodyee BpeMsl T BpeMs
HauMeEHbIIeH pabodel Harpy3Ku.

IIpu BbIBOJE U3 OKCIUTyaTallud HH()OPMAIIMOHHBIX CHCTEM JIOJDKHO 00eCreuyuBaThCs
rapaHTHpOBaHHOE yjajeHue o0padaThIBaeMON U XpaHUMOM B HUX MH(OPMAIUH C UCIIOIb30BaHUEM
CPEACTB TapaHTUPOBAHHOI'O YHHUYTOXKEHUS MH(OpMAIMHM WU MyTeM (PU3HYECKOTO0 YHUUYTOKECHUS
HocuTenel nHdopMarum.

Bce npouenypsl obecrieuenus 3amuThl nHpopmaimy, ycranosieHnsle B 'BJIOY netckwuii can
Ne 35 [Ipumopckoro paiioHa Canxkr-IlerepOypra
B OTHOWICHMM HWH(POPMAIIMOHHBIX CHUCTEM, JIOJDKHBI BBIOJHATHCS U KOHTPOJIHPOBATHCS
OTBETCTBEHHBIMH JIMLIAMH 33 OPTaHU3aLHUIO padOT 10 3aIuTe WH(POPMAIIHH.

KonTpoJs goctyna k m”HGpOpManuOHHBIM CHCTEMaM

Bce pabornuku I'BJIOY nperckuit cam Ne 35 Ilpumopckoro paiiona Canxt-IletepOypra,
JOMYIIEHHbIE K paboTe ¢ HHPOPMALMOHHBIMUA CHCTEMaMH HECYT MEePCOHATBHYI0 OTBETCTBEHHOCTD
3a HapyLIEHHs yCTaHOBJICHHOT'O MOPSIKa 00pabOTKU HH(POpMAITUH.

YpoBeHb OTHOMOYHI ToNIb30BatTeNs B uHdopmanuonHoii cucreme ['BJIOY nerckmii cag Ne
35 Ilpumopckoro paifona Cankr-IlerepOypra IOKEH OINpenensaTbess B COOTBETCTBUU C €r0
JOJDKHOCTHBIMU O0SI3aHHOCTSIMH.

Hoctyn mnonb3oBareneil k uHpopMmanuoHHbIM cuctemMam ['BJIOY perckmit cag Ne 35
[Tpumopckoro paiiona Cankt-IleTepOypra HODKEH KOHTPOJIMPOBATHCA —AJMHHUCTPATOPOM
MH(POPMALIMOHHOM CUCTEMBI.

Ocy1IecTBIEHUE PETYJISIPHOTO KOHTPOJISI BBIMOJIHEHHSI OPraHU3allMOHHO-PaCcOPSAUTEIbHBIX
JOKYMEHTOB, KacaloLIMXCs perjiameHtanuu jpomycka pabotHukoB ['BJIOY nperckuit cag Ne 35
ITpumopckoro paitona Cankr-IlerepOypra k nH(GOPMAIIMOHHBIM CHCTEMAaM.

HNpentuduxanus v ayreHTHPUKALMS

JlocTyn mosb3oBareneid K MHGOPMALMOHHBIM CHUCTEMaM JOJDKEH MPEAOCTABIATHCS TOJIBKO
10CJIe YCTICUIHOTO 3aBEPUICHUS NACHTH(PHUKAIINY, Ay TeHTU(DUKALIH.

[Tonyyenue monb30BaTEIeM HMMEHUM B HH(GOPMAIMOHHON CHUCTEME M MapoJisi, KOTOphIE
o0ecreynBaroT JOCTYI K MHPOPMALIMOHHOM CUCTEME, I0JKHO OCYIIECTBIISATHLCS 110 MPEICTaBICHUIO
PYKOBOJUTEIIS CTPYKTYPHOT'O IIOAPA3AEIEHUS.

YnpasJjieHue 10CTYIIOM

B T'BAOY perckuit cam Ne 35 Ilpumopckoro paiiona Cankr-IlerepOypra momkHO
OCYILECTBIISATHCS yIpaBJI€HUE AOCTYNOM K MH(OPMAIIMOHHON CHUCTEME MOCPEACTBOM pealu3aluu
HEOOXOJMMBIX  METOJOB, THUIIOB W TPaBWJI pPasTpPaHUYEHUS JOCTyNa  IOJIb30BaTENISIM
uHpopmannonHoit cuctemsl I'bJIOY nerckuii can Ne 35 Ilpumopckoro paiiona Cankr-IlerepOypra.
B ToM umcie obecredeH 3allMIIEHHBIA YAAJCHHBIM JOCTYN CYOBEKTOB JOCTyNa K OOBEKTaM
JOCTYIIA Yepe3 BHEIIHNE HH(POPMAITMOHHO-TEIEKOMMYHHKAIIMOHHBIE CETH.

Be3onacHocThs npu padore ¢ HOCUTEJIAMH HHPOPMALMHT

Paborauku I'BJIOY nerckuii can Ne 35 IIpumopckoro paitona Cankr-IleTepOypra qOmKHBI
UCIOJIb30BaTh TOJIBKO YYTEHHBIE ChEMHbIE MAIIMHHBIE HOCUTENN MH(OPMAIUK IJIsi BBIIOJHEHUS
CBOUX JIOJDKHOCTHBIX 00si3aHHOCTEW. MCHonb30BaHME CHEMHBIX MAIIMHHBIX ~ HOCHUTENEH
unpopmauuu B ['BJIOY nerckuii cag Ne 35 Ilpumopckoro paiiona Cankr-lIlerepOypra B HHBIX
LEJISIX CTPOTO 3alPELIEHO.

CbemHble MalIMHHBIE HOCUTENH UH()OPMAIMH JOKHBI XPAaHUTCS B ONIEYaThIBAEMBIX IIKa(dax,
B IIOMEIICHUSAX B KOTOPBIX IPEAyCMOTpeHa 00paboTKa HH(pOpMaIK OrpaHUYEHHOTO JOCTYTIA.

B ciydae kpaku Win MOTepU ChbeMHOTO MAIIMHHOTO HOCUTENs MH(OpMAINH, a TaKXKe UHBIX
MHIMJICHTOB, KOTOPbIE MOTYT IMPHBECTH K HAPYIICHUIO CBOWCTB MH(OPMALUU OTPAHUUYEHHOTO
J0CTyMa, JOJLKHBI IIPOBOAUTHCS MEPOIPUSTHS 110 PACCIIEIOBAHUIO TAKUX MHIIUIEHTOB.



[Ipu BBIBOJIE M3 SKCIUIyaTallMd ChbEMHOI'O MAIIMHHOI'O HOCHTENS MH(OpPMAIMH, BCE JaHHBIE,
XpaHs;IuUecs: Ha HEM, JOJDKHBI ObITh YJalleHbl ONpPEACNICHHON KOMHCCHEH M3 4ucia pabOTHHKOB,
CPeACTBOM rapaHTHPOBAHHOTO YHUUYTOXKECHUS HHPOPMALIUH.

@aKkT YHUYTOXKEHUS HWHPOpPMAMM HAa CHEMHOM MAIIMHHOM HOCUTeNe WHpopMaluu
¢ukcupyercs B akre 00 YHMUYTOXKEHHHM HHPOPMALMU CO CHEMHOTO MAIIMHHOIO HOCUTENsS
uHpOpMaLIUH.

Perucrpanusi codobITHI

B TBAOY gerckuit cax Ne 35 Ilpumopckoro paitona Canxt-IletepOypra momkHa
OCYILIECTBISATHCA perucTpanuu COOBITHIA 0e30MmacHOCTH
Ha Bcex KommoHeHTax uHpopmarmonubix cucteM ['BJIOY nerckmii cag Ne 35 Ilpumopckoro
paiiona Cankt-IlerepOypra, B KOTOpbIX 00pabaTbIBaeTcs 3amuiiaeMas HHGpopManus.

AHTHBHPYCHAs 3aIUTA

B nemsix oOHapy>xeHust U yctpaneHus BpeqoHocHbIX nporpamm B I'B/IOY netrckuii cag Ne 35
ITpumopckoro paiiona Cankt-IleTepOypra AOMKHBI KCHOJIB30BATHCSA CPEICTBA AHTUBUPYCHOU
3alIUThI HH(OPMAIIHH.

OO0s3arenbHOMY KOHTPOJIO CpPEACTBOM AHTHUBUPYCHOM 3amuThl HH(DOPMALUMU JIOJDKHA
nojuiexarb Jo0as wuHpopMmanus (TeKCToBble (Qaiinbl JTr00bIX (opMaToB, (Hailyibl NaHHBIX,
UCTIOJNIHAEMBIEe (aiiibl), TodydaeMass M IepelraBaeMas IO JIOKAJbHOW BBIYHUCIMTENBHOM CeTH
B TOM YHUCJIE U CETSM OOILIEro MOJb30BAaHUS, a TaKKe HHPOpMAlMsA, XpaHHMMas Ha CHEMHBIX
MAaIIMHHBIX HOCUTEJISAX UH(OPMAIIHH.

[Ipu ycTaHoBKe mNPOrpaMMHOrO OOeclieYeHusT WM €ro OOHOBIEHHS Ha CEBEpHOE
00OpyJOBaHUE [IOJDKHA aBTOMATHUYECKH BBINOJIHATHCA MpeBapuUTeNIbHAs MNPOBEPKAa JTAaHHOTO
IIPOTPaAaMMHOT0 00€CTIeYeHUsI Ha OTCYTCTBUE BPEIOHOCHOT'O IPOTrPaMMHOI0 00€CIICUEHUSI.

OOHoBiieHne 0a3 cUrHAaTyp Ui CPEACTBa AHTMBUPYCHOW 3alIMThl MH(GOPMAIMU JOJDKHBI
OOHOBJIATHCA €XKETHEBHO.

[Tonb3oBarenu 6e3 paB aJMHHHMCTpaTOpa UH(POPMALIMOHHOM CUCTEMBI
Komurer He MOKHBI UMETh BO3MOXKHOCTH MOJYYEHHS JOCTYIA K KOH(QHUIypaluyu aHTUBUPYCHOTO
CPEICTBA 3aIIMUTHI WU €TI0 OTKIIOYEHMUSL.

KoHTpoJ1b 321IHIIIeHHOCTH NEPCOHAILHBIX JAHHBIX

B mensx MCKIIIOYEHMS SKCIUTyaTallMM YS3BHUMOCTEH MPOrpaMMHOIO 00eCHedeHUs JOJKHBI
IPOBOIUTCS pabOThl 1O BBIABICHUIO, AaHAIU3y YSI3BUMOCTEH MHGOPMAIIMOHHON CHCTEMBI
U OIEepaTMBHOE YCTPAaHEHHME BHOBb BBISBICHHBIX YsS3BUMOCTEH. B TOM uMcne opraHuzanus
KOHTPOJISI yCTAaHOBKM OOHOBJICHHMS IPOTPAaMMHOIO OOECIE€UYEHHUs] BKIIOYas CPEACTB 3allUThI
uHpOpMaLIUH.

Hcnonb3oBanne NporpaMMHOro odecre4eHus

Br16op mporpamMMHOTo obecrieueHus sl pou3BoacTBeHHBIX HYX1 ['BJIOY nmetckuit cag Ne
35 Ilpumopckoro paitona Cankt-IlerepOypra mOKEH NPOU3BOAUTHCA B IMPHOPUTETE K
OTEUYECTBEHHOMY, BHECEHHOIO B EIMHBIN peecTp pPOCCHHMCKUX IPOrpaMM JUIsl 3JIEKTPOHHBIX
BBIUMCIINTENILHBIX MallMH ¥ 0a3 JaHHbBIX. B ciydae oTcyTcTBus aHanora B EnuHoM peectpe

pOCCHUICKUX IporpaMm TUISL AJIEKTPOHHBIX BBIUMCIIUTENIBHBIX MaIluH
u 0a3 [aHHBIX JIONYCKAeTCs HCIOJb30BATh MPOTPAMMHOIO  OOECIIEYeHHUE HMIIOPTHOTO
IIPOU3BO/ICTBA.

Hcnouab3oBanue cpeacTs Kpunrorpaguyeckou 3amuTsbl HHGopManun

Obecneuenue 3auMThl HHGOPMALUK OIPAHMUYEHHOTO JIOCTYNA OT PACKPBITHS, MOAU(PHUKAIIUN
W HaBs3bIBaHMA (BBOJA JOXHOW MH(OpMammu) mpu ee mepenade (MOATOTOBKE K Iepenade)
[0 KaHajaM CBSI3M, MMEIOLIMM BBIXOA 3a MpEeAesbl KOHTPOJIUPYEMOH 30HBI OOECIeYMBaeTCs
MPUMEHEHHEM CPEACTB KPUNTOrpaduyeckoit 3amuThl HHPOPMALIUH.

[Tpuobperenue cpeacts kpuntorpapudeckoit 3amutsl uapopmaru I'bAOY nerckwmii cag Ne
35 IIpumopckoro paitona Cankr-lIlerepOypra ocymiecTBisieTCsI Ha OCHOBAaHUHM JOTOBOPOB U
KOHTPAKTOB € JMIAMH UMEKIMMH JeicTByromyto auneHsuto @Chb Poccun Ha ocyliecTBieHHe
NESATENbHOCTH MO  pa3paboTKe,  HPOM3BOJCTBY,  PACIPOCTPAHCHHIO  IIHU(POBATBHBIX
(xpunTorpaduuecKkux) CPEJICTB, MH(POPMALIMOHHBIX CUCTEM
U TEICKOMMYHHMKAIIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJIb30BaHUEM IIH(POBATBHBIX



(kpunTorpau4ecKrx) CpPelCTB, BBHIIOJHEHHIO pabOT, OKa3aHUIO ycIyr B objacTu mm@poBaHus
uHpOpPMAaLUY, TEXHUYECKOMY OOCIYKMBAaHHIO MIHM(PPOBAIBHBIX (KpUNTOrpaUYEeCcKUX) CpPEICTB,
MH(POPMALIMOHHBIX CUCTEM U TEJICKOMMYHHMKAIIMOHHBIX CHUCTEM, 3aIIUIICHHBIX C MCIOIb30BaHUEM
M (poBaIbHBIX (KPUOTOTpapUUECKUX) CPEACTB (3a HCKIIOUEHHEM Ciydas, €ClIM TEXHHUYECKOe
oOciry>)xuBaHue MU(POBATIBHBIX (KpUNTOrpaUuecKux) CpeAcTB, HHOOPMAIMOHHBIX CHCTEM
U TEICKOMMYHHMKAIIMOHHBIX CHCTEM, 3allUIICHHBIX C HCIOJb30BaHUEM IIH(POBATBHBIX
(kpunTorpaMuecKux) CpEACTB, OCYIIECTBIAETCS Uil O0eCledYeHus: COOCTBEHHBIX HYXKI
IOPUINYECKOTO JIUIA WIM MHAWBUIYAIBHOTO MPEIIPUHUMATETIS).

B umensax opranuzanum M oOecniedyeHUM Iepegadyd HMHQOpPMaluU 10 KaHajaM CBS3H
C HCHOJB30BAHUEM CPEJICTB KpUOTOrpaduMuecKoi 3ammThl MHPOpPMALUU, a TAKXKE BBIIOIHEHUS
muneH3nonnbix TpeboBanuit ®Chb Poccun B I'BJIOY merckmii cag Ne 35 Ilpumopckoro paiiona
Cankr-IlerepOypra nomkeH ObITh CO37JaH OpraH KPUNTOrpaduyecKoi 3aluThl.

[Toptaneusie pemenus ['BJOY nerckuii cag Ne 35 Ilpumopckoro paiiona Cankr-IlerepOypra
C BO3MOXXHOCTBIO JIOCTYIIA C CETeH OOIIEero Mmojb30BaHMs J0JDKHBI B IPHOPHUTETE pa3pabaThIBaThCS
C OpraHu3alyei 3allUIIEHHOro KaHajla ocpeacTsoM nportokona TLS ¢ mogaep:xkoil aaroputMoB
I'OCT 34.10.

Hcnosb3oBanue 3JIeKTPOHHOM MOYThI

DneKkTpoHHasi moyTa JoJbkHa ucnoiib3oBaThes B I'BJIOY perckuit cag Ne 35 Ilpumopckoro
paitfona Cankrt-IletepOypra c 1e7pl0 OpraHu3aluy 0OMEHa 3JIEKTPOHHBIMU COOOLICHUSAMHU MEXY
paboTHUKaMU U CyOBbeKTaMU UHPOPMALIMOHHOM O€30MaCHOCTH.

IIpu ucnosb30BaHUNU HIEKTPOHHOM ITOYTHI 3aIIPELIACTC:

oOMeH nH(popMaImen s CIIy>KeOHOTO MOJIb30BaHus, a TaKke HH(pOopMaIeld OrpaHUuYEHHOTO
JOCTYyTIa;

IIPEAOCTABIICHUE JOCTYIIA K JIEKTPOHHOU I10YTE C UCIIOJIIb30BAHUEM JAHHBIX CBOEH y4ETHOHU
3aIlMCH TPETHUM JIUIIAM;

nyONMKanus CBOETO CIyeOHOro ajpeca 3JIEKTPOHHOH MOYTHI B 3JIEKTPOHHBIX KaTajorax,
Ha TIOMCKOBBIX MalllMHaX M JpPyrux pecypcax cetu MHTepHET B IeNsAX, HE CBA3aHHBIX C
UCTIOJIHEHUEM CBOMX JIOJDKHOCTHBIX 00S3aHHOCTEHH;

MOJIKCKA 10 3JIEKTPOHHON MOYTE HAa pa3iMyHble peKJIaMHbIe MaTepHallbl, JIUCTHl PACCHUIKH,
AJIEKTPOHHBIE >KypHAIbl M T.A., HE CBS3aHHbBIC C BBINOJHEHHEM I10JIb30BATENEM JIOJKHOCTHBIX
00s13aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BBIMOJHEHUE) (aiIoB, MOJYYEHHBIX IO DSJIEKTPOHHOH mOYTe
WIin Hu3 pecypcoB cetu VHTepHeT, 0€3 mpeaBapUTENIbHOW TNPOBEPKM WX aAHTUBUPYCHBIM
POTPaMMHBIM 00€CTICUCHHEM.

Pabora B ceTsix 0011€r0 10J1b30BaHHA

I'BAOY nmerckuit cax Ne 35 Ilpumopckoro paitona Cankt-IlerepOypra octaBisier 3a co0oii
paBo OJIOKUPOBATh WM OIPaHMYUBATH JOCTYH PaOOTHUKAM K CETSIM CBSI3U OOILEro MOJIb30BaHMS,
B TOM 4HcJe ceTH VHTepHeT, conxep)kaHHe KOTOPBIX HE HMMEET OTHOILICHHS K HCIOJHEHHUIO
JOJDKHOCTHBIX ~ OOSI3aHHOCTEW, a Takke K HWH(POPMALMOHHBIM pecypcaM, COJAEpXKaHue U
HaIIPaBJIEHHOCTb KOTOPBIX 3aIPELEHbl 3aKOHOAATENbCTBOM Poccuiickon denepannu.

Wndopmanus o mocemaembix pabotHukamu ['BJIOY nerckmit cam Ne 35 Ilpumopckoro
paifona Cankr-IlerepOypra nH(pOpMAIMOHHBIX PECYPCOB MPOTOKOIUPYETCS Ul MOCIEAYIOLIETO
aHanM3a M, NPH HEOOXOIUMOCTH, MOXXET OBITh NPEACTaBICHA PYKOBOIUTENSM CTPYKTYPHBIX
nozpaszesieHu, a raxoke pykosogurento I'bJIOY nerckuii cax Ne 35 Ilpumopckoro paitona CaHKT-
[TetepOypra 1yt KOHTPOJIS.

[Ipu ucnonbzoBanuu cetu MHTEPHET 3anpeIeHO:

ucnosb3oBath npeaocrasieHubil 'B/IOY nerckuit cag Ne 35 IIpumopckoro paiiona CaHKT-
[TetepOypra noctyn B ceTb IHTEpHET B JIMYHBIX LEIIAX;

MCIOJIb30BAaTh HECAHKLMOHUPOBAHHBIE NMPOrPaMMHBIE M IPOTPaMMHO-aIapaTHBIE CPE/ICTBA,
MO3BOJISIOIINE TTOJIYYUTh HECAHKIIMOHUPOBAHHBIN 0CTyM K ceTu VIHTepHeT;

nyOIMKOBaTh, 3arpykaTh M pPaclpOCTPaHATh MaTepUANbl COJEpKaIlUe HEJOCTOBEPHYIO
unpopmanuto o , 'BJIOY nerckuit cax Ne 35 IIpumopckoro paitona Cankr-IlerepOypra a Taxxe
¢anscudunmposats cBoit [P-aapec.



Pe3epBHOe KONUPOBaHHe M BOCCTAHOBJIEHHE JAHHBIX

Ocy1iecTBieHNE PEe3epPBHOIO KOMUPOBAHUS JIOIDKHO OCYIIECTBIIATHCS JISL:

uHpopmanuu oOpabaTbiBaeMOil Ha (¢ailloBOM cepBepe U CcepBepe NPUIOKEHUH,
MH(POPMALIMOHHOM CUCTEMBI,

pabounx MeCT aAMUHUCTPATOPOB HHPOPMALMOHHON CUCTEMBI.

YacTtora U peXHUM PE3EPBHOIO KONMUPOBAHMSA YCTAaHABIUBAIOTCS TakUM OOpa3oM, YTOObI
o0ecreynTh MUHUMAJIbHYIO IIOTEPIO JAHHBIX U OTIEPATUBHOE BOCCTAHOBIICHHE.

Hactpoiika pe3epBHOT0 KONHUPOBAaHUS M BOCCTAHOBJICHUS PECYpCOB HH(MOPMAIIMOHHBIX
cucreM Komurter NOmKHBI MPOBOAMTH yHnoiaHoMouyeHHble paboTHukH ['BJIOY nerckuit cag Ne 35
ITpumopckoro paitona Cankr-IlerepOypra.

PezepBHOE  KONMUpOBaHME JIOJDKHO  OCYIIECTBIATBCA B~ ABTOMAaTHUECKOM  PEXHME
C MPUMEHEHHEM OTEYECTBEHHOIO CIEIHATU3UPOBAHHOIO CPEJCTBA PE3EPBHOIO KOMHPOBAHUS
C JEHCTBYIOUIMM CEpTU(UKATOM COOTBETCTBUS MO TpeOOBaHMSAM Oe30macHOCTH WHpOpMaUu
OCTOK Poccun.

6 OCHOBHBIE TPEBOBAHUSA K ITPOLHECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOUN BE3OIMACHOCTBIO

MounTopuHT HHPOPMALMOHHOM 0€30I1aCHOCTH

Ha mocTossHHON OCHOBE JOJKEH MPOBOJUTHCS KOMIUIEKCHBIM aHamu3 (PyHKIMOHUPOBAHHS
unpopmannonnoit cucremsl ' BJIOY nerckuit cax Ne 35 Ilpumopckoro paitona Cankr-IlerepOypra
Y BO3HUKAIOIIUX COOBITHI HH(POPMAIIMOHHOHN 0€30MacHOCTH.

[Iporiecc MOHMTOpPMHra CHUCTEMBI ObOecredyeHUs MHPOPMALMOHHONW O€30MacHOCTH JI0JKEH
BKJIIOYAaTh B c€0sl KOHTPOJIb OPraHU3allMOHHBIX M TEXHHYECKUX MEep MO 3almTe MH(OpMAIUH,
aHaJIM3 MapaMeTpoB KOHPUTypalMy U HACTPOMKH CPEJICTB 3aILUThl HHPOPMAIIUH.

IIpn mpoBeleHHH KOHTPOJIBHBIX MEPOIPHUATHM, CBSI3aHHBIX C OLICHKOM peaau3alud Mep
no 3amute napopmarmu B 'BJIOY nerckumii cax Ne 35 TIpumopckoro paiiona Cankr-IlerepOypra,
YIIOJIHOMOYEHHbIE PAOOTHUKH JOJDKHBI IPUIACPKHUBATHCS CIICAYIONIMX PUHIIUIIOB:

He Hapymath ¢pyHkunonupoBanue aesteabHoctd ['BJIOY netrckmii cax Ne 35 Ilpumopckoro
paiiona Cankr-IlerepOypra;

NEICTBOBATh B COOTBETCTBUU C YTBEP)KIEHHBIMM OpIraHU3allMOHHO-PACTIOPSAUTEIbHBIMU
nokymentamu I'BJIOY nerckuii cag Ne 35 Ilpumopckoro paiiona Cankr-IlerepOypra mo 3amure
uHpOpMaINH;

HE CKpBIBAaTh (DaKThI BBISBICHHBIX COOBITUI MH(OPMAIIMOHHON O€3011aCHOCTH;

0(hOpMIIATH OTUETHI, MOATBEPKAAOIIIE BBITOIHEHUE MEPOIIPUSATHI 110 3a1uTe HHPOPMALIKU.

Wudopmanus, moIydeHHas B XOA€ MPOBEACHUS KOHTPOJHPYIOIUX MEPONPUATHIHA
O JIEHCTBHSAX, COOBITHSX M MapaMmeTpax, UMEIOIIMX OTHOUICHHWE K pealu3allid Mep IO 3aliuTe
uHpOpMaLKH, JO0DKHA KOHCONMIUPOBATHCS M XPAHUTHCS B MECTaX, MCKIIOYAIOUIMX IOTyYCHHE
K HEll HECAaHKIIMOHUPOBAHHOI'O JOCTYTIA.

MOHUTOPHHT JTaHHBIX O 3apErHCTPUPOBAHHBIX COOBITHAX HH(OPMAIMOHHOW 0E30MaCHOCTH
JOJDKEH TPOBOJUTHCS, 10 BO3MOKHOCTH, C MCIIOJIb30BAHMEM CHCTEMbl MOHUTOPUHIA MHLUJEHTOB
MH(POPMALIMOHHOM 0€30IaCHOCTH WM BCTPOCHHBIX MEXAaHH3MOB HACTPOMKH M ayJauTa COOBITUN
B TPOTrPaMMHBIX U NPOTrPaMMHO-ANMAPATHBIX CPEACTBAX, HCIOJIB3YEMbIX B HH(OPMAIIMOHHON
undpactpykrype ' BIOY nerckuii cag Ne 35 ITpumopckoro paitona Cankr-IlerepOypra.

YnpasjieHHe pUCKAMU

Omnpenenenue BHYTPEHHHX TpeOOBAaHUHM MO 3amuTe WH(GOPMAIMHU, TOJKHBI OCHOBBIBATHCS
Ha pe3yJibTaTax IMPOBEJICHHS aHaIW3a PHCKOB HapyIIEHHs OCHOBHBIX CBOWCTB 0€30MacHOCTH
s uHpopmarMoHHbIX pecypcoB I'BJIOY nerckuit cam Ne 35 Ilpumopckoro paiiona CaHKT-
[TetepOypra.

OCHOBOI1 OLIEHKH PUCKOB JOJKHA OBITh OIICHKA YCIOBUHM U (PaKTOPOB, KOTOPBIE MOTYT CTaTh
NPUYMHON HApyIIEHUS LETIOCTHOCTH, KOH(UACHIMAIBHOCTH U JIOCTYITHOCTH JJ1s1 HH(POPMALIMOHHBIX
pecypcoB I'BIOY nerckuii cag Ne 35 [Ipumopckoro paiiona Cankr-IletepOypra.

PesynbraToM mpoBeAEHUS aHAIW3a PUCKOB JOJDKEH OBITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HAIIPaBJICHHBIX HAa CHM)KEHUE BO3MOYKHOTO HETaTUBHOI'O BIIMSHHUSA HAa OCHOBHYIO JAESTEIbHOCTbH



I'BJIOY nerckuit cax Ne 35 Ilpumopckoro paiiona Caukr-IlerepOypra mpu peanuzanu TOH WK
MHOU yrpo3sl Oe3omacHOocTH HMH(MOpMAIMM M O0ECHEeUMBAIOIIMX B JaJbHEWIIEM JOCTATOYHBIN
ypOBEHb 3aluieHHOCTH uHPopMaimonHbix cucteM ['BJIOY nerckuit cag Ne 35 Ilpumopckoro
paiiona Cankt-IlerepOypra.

YnpagsiieHue HHIMICHTAMH HHGOPMALMOHHO 0e30aCHOCTH

st obecriedeHnst 3PPEeKTUBHOTO pa3pelieHUs HHIMICHTOB HH(POPMAIMOHHONW O€3011aCHOCTH
B I'B/IOY nerckuii cax Ne 35 Ilpumopckoro paitona Cankr-IlerepOypra, MUHUMU3AIUK TOTEPh U
YMEHBIIEHUSI pPHUCKA BO3HMKHOBEHMSI IIOBTOPHBIX MHIMJIEHTOB JIOJDKHO  OCYLIECTBIIATHCA
yIpaBiieHUE UHIUIEHTaMHU HHPOPMALIMOHHON 6€301acHOCTH.

Jnst ynpaBiieHUs] MHIUICHTAaMH HH()OpMAIMOHHONW 0e30MacHOCTH JI0JKHA OBITh CO3JaHa
ciry>)k0a MOHUTOPUHIA M PearupoBaHUs Ha WHIUAECHTHl MH(POPMAIMOHHONW 0E€30MacCHOCTH, KOTOpas
MIOCPEJICTBOM KOMIUIEKCA CPEJCTB M MEpONpUATUH A cOopa W KOHCONMMIAUMU HHOpMaluu
00 MHIMJEHTAaX pellaeT JaHHYI0 3ajady. B OTHOWIEHMM KakKI0ro MpOM30LIEIIIEr0 HHLIUIACHTA
paOOTHUKaMU U3 CIyXObl MOHUTOPMHIAa M pPEAarupoBaHUS HA HWHIMIACHTHl HH(POPMALMOHHOM
0€30IaCHOCTH JOJKEH BBIMOIHATHCS €0 aHalu3, U pa3paboTka 3((EeKTUBHBIX MEP pearupoBaHUs
Ha JTAHHBIN UHIUJICHT.

AyauT cuctemMbl odecriedeHrs] HHPOPMALMOHHOM 0€30I1aCHOCTH

B nensx onenku texyuiero ypoBHs nHdopmanmonHoi 6e3onacnoctu I'BJIOY nerckmii can Ne
35 Ilpumopckoro paiiona Cankr-IlerepOypra Ha peryisipHON OCHOBE JOJKEH MPOBOIUTHCS ayAUT
MH(POPMALMOHHOM 6€301aCHOCTH.

BHyTpeHHue aynuThl JOJDKHBI BBINONMHATHCA padoTHukamu ['BJIOY nerckmii cag Ne 35
[Tpumopckoro paiiona Cankr-lIlerepOypra. B umcno 3amgau, pemaeMblx MOpU  MPOBEICHUU
BHYTPEHHHUX ayIUTOB HH(POPMALIMOHHOMN O€3011aCHOCTH, BXOJISIT:

cOOp M aHalM3 MCXOMHBIX JAHHBIX 00 OpPraHM3alMOHHOW M (DYHKIIMOHAJIBHOW CTPYKType
MH(POPMALIMOHHBIX CHCTEM, HEOOXOAUMBIX JIJIsl OLICHKH COCTOSIHUS CUCTEMBI 3aLIUThI HH(OPMAIIUH;

aHAJIN3 YTBEP)KIEHHBIX OPraHU3allMOHHO-PACIIOPSAUTENBHBIX JIOKYMEHTOB 110 3alllUTe
MHpOPMALIMU HA IPEAMET UX HMOJHOTH U 3((HEKTUBHOCTH, a TakkKe (HOpMUPOBAHHE PEKOMEHIAUN
10 UX J0pabOTKe WK pa3pabOTKH HOBBIX;

obocHoBaHuEe (UHAHCOBOM 3(P(PEeKTUBHOCTH BHOBH MNPHUOOPETAEMBIX CPEACTB 3aILUTHI
uHpOpMaINH;

IpOBEpKa TPaBWIBHOCTH BbIOOpa W  HACTPOWKHM CPEACTB  3alIUTHl  MH(POpPMALUH,
(dbopmMHpoBaHUE TPETIOKEHHUH 110 UCIIOIB30BAHUIO UMEIOIIMXCS CPEJICTB 3aIUThHI HH(POPMAIUU 15
MOBBIIICHUS YPOBHS HaI&KHOCTU U Oe3onacHocT HHPpopmannonusix cucreM I'BJIOY nerckuii can
Ne 35 ITpumopckoro paitona Cankr-IlerepOypra;

aHaTM3 OTYETOB M0 MPOM3OLICANIMM HHUUACHTAM HHPOPMALMOHHOW 0Oe30macHOCTH
U IIPUHATBIM MEpaM 10 UX pa3pelleHUIO.

IloBbIIEHNE OCBEOMICHHOCTH PA0OTHHKOB

B pamkax opraHuzanMd = KOMIUIEKCHOTO THPOTHUBOACHUCTBHS  yrpo3aM 0O€301aCHOCTH
uHpopmanuu, ucxoasmmm ot padotHukoB I'BJIOY nerckmii caxg Ne 35 Ilpumopckoro paiiona
Cankr-IlerepOypra JOJDKHA IIOCTOSTHHO MOBBILIATHCS
UX OCBEJIOMJICHHOCTb B O0JIACTH 3aLUTHI UH()OPMALIHH.

[ToBeimenue ocsegomieHHocTu pabotHukoB ['BJIOY nmerckmii cam Ne 35 IIpumopckoro
paifona Cankr-IleTepOypra ocymiecTBisiercs:

no cymectByromuM B I'B/IOY nerckuii cax Ne 35 Ilpumopckoro paiiona Cankr-IlerepOypra
OpraHMU3alMOHHO-PaCIOPSAUTEIbHBIM JOKYMEHTAM;

no npumensiembiM B M ['BJIOY nerckuii cag Ne 35 Ilpumopckoro paiiona Cankrt-IlerepOypra
epam 3aIuThl HHpOpMaIuy;

10 IPABUIIBHOMY HCIIOJIb30BaHUIO CPE/ICTB 3aIIUTHI HHPOPMALIUH.

7 3AKJIIIOYEHHUE

IIpu w3MeHeHHMH JEHCTBYIOIIETOo 3aKoHoAarenbcTBa Poccuiickoit denepanyu B o6iacTu
3amMThl MHGOpPMAIMK, a TakXKe OpraHU3alMOHHO-PACTIOPAIUTENbHBIX A0KyMeHToB ['BAOY
nerckuit cag Ne 35 IIpumopckoro paiiona Cankr-IlerepOypra nacrosimas [lonutuka 1 U3MEHEHUs



K HEW NPUMEHSIOTCA B YacTU, HE IIPOTUBOpEYAIllEll BHOBb MPUHATHIM 3aKOHOJATEJILHBIM U MHBIM
HOpPMAaTUBHBIM aKTaM, a Takke BHYTpeHHMM aokymeHtam I'BJIOY nerckmii cax Ne 35
ITpumopckoro paitona Cankr-IlerepOypra.

Bce TpebGoBaHus, YCTaHOBJCHHBIE [JEHCTBYIOIIMM 3aKOHOJATENLCTBOM Poccuiickoii
depepannu, MOJ3aKOHHBIMM aKTaMH W JIOTOBOPHBIMHM OTHOILIEHUsIMH, a Takxke mnoaxon I'BJIOY
JNETCKUN caz Ne 35 IIpumopckoro paiiona Cankr-IlerepOypra
K 00€CHEeUeHHIO COOTBETCTBUS ATUM TPEOOBAHUSM JOJKHBI OBITh SBHBIM 0Opa3oM OIpEeNICHBI,
JOKYMEHTUPOBAHBI U MOJIEPKUBATHCS B AKTYaJIbHOM COCTOSIHUM.

I'BAOY nerckmii cax Ne 35 Ilpumopckoro paiiona Cankr-llerepOypra B mpHOpUTETHOM
HaIpaBJICHUU JIOJIKEH paccMaTpuBaThCs IIepexo.
a TIPOrpaMMHOTr0 00ecreueHrue OTEYECTBEHHOTO MPOM3BOIUTENS, BKIIOUEHHOI'O B €IUHBIN peecTp
POCCUICKHMX HpPOrpaMM JUIsl 3JIEKTPOHHBIX BBIYUCIMTENBHBIX MAIIMH M 0a3 JaHHBIX. B TOoM uncie
[0 YacTU CEPBEPHOT0, KOMMYTAI[MOHHOIO OOOpYIOBAaHUS U MPOTPAMMHO-ANIMAPATHBIX CPEACTB
BKJIFOYEHHBIX B EUHBIN peecTp pOCCUNCKON PaauOodIEKTPOHHOU IPOAYKIIUH.

IlepecMoTp W BHECEHME U3MEHEHUM B Hacrosawyro IlomuTuky OCyIIEeCTBIIAIOTCS
Ha [IEPUOINYECKON U BHEINIAHOBOM OCHOBE.



8 CIIMCOK HUCIOJIB30BAHHBIX NICTOYHUKOB

1 ®enpepanphblii 3ak0H 0T 27.07.2006 Ne 149-®3 «OO6 wunbopmaiyu, UHGOPMAIIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTe HH)OPMAIII.

2 ®epepanpubiii 3aK0H 0T 06.04.2011 Ne 63-D3 «O06 351€KTpOHHOMN TOATIUCHY.

3 Ilocranosnenue IlpaBurensctBa Poccuiickoit ®Penepamuu ot 16.04.2012 Ne 313
«O06 ytBepxaenun [lonoxeHus: 0 TUIEH3UPOBAHUU JICATEIILHOCTH 1O pa3paboTKe, IPOU3BOJCTRY,
pacnpocTpaHeHHI0 MU(POBATIBHBIX (KPUOTOrpapUUECKuX) CPenCcTB, MHPOPMALMOHHBIX CUCTEM
U TEICKOMMYHHMKAIIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJb30BaHUEM IIH(POBATBHBIX
(kpunTorpau4ecKrx) CpPelCTB, BBHIIOJHEHHIO pabOT, OKa3aHUIO yCcIyr B objacTu mm@poBaHus
uHpOpPMALUY, TEXHUYECKOMY OOCIYKMBAaHHIO MIHM(PPOBAIBHBIX (KpUNTOrpadUYEecKUX) CpPEICTB,
MH(POPMALIMOHHBIX CUCTEM U TEJICKOMMYHHMKAIIMOHHBIX CHCTEM, 3AIIMIICHHBIX C MCIOIb30BaHUEM
U (poBaIbHBIX (KPUOTOTpapUUECKUX) CPEACTB (32 HCKIIOUEHHEM Ciydas, €ClIM TEXHHUYECKOe
oOciry>)xuBaHue MU(POBATIBHBIX (KpUOTOrpadUuecKux) CpeAcTB, HHGOPMAIMOHHBIX CHCTEM
U TEICKOMMYHHMKAIIMOHHBIX CHCTEM, 3allUIICHHBIX C HCIOJb30BaHUEM IIH(POBATBHBIX
(kpuntorpadM4ecKux) CpeACTB, OCYIISCTBIACTCA sl oOOecreueHuss COOCTBEHHBIX HYXKI
IOPUIMYECKOTO JIUIA WIM UHAWBUIYAIBHOTO MIPEIIPUHUMATEIS ).

4  Ilocranosnenue IlpaButenbctBa Poccuiickoit ®enepaumu ot 01.11.2012 Ne 1119
«O06 yTBepkaeHUM TpeOOBaHMI K 3aIlIUTE MEPCOHAIBHBIX JaHHBIX MNP HX 00paboTKe
B UH(OPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX JAHHBIX).

5 Ipuxkaz @AIICHU ot 13.06.2001 Ne 152 «O6 yrBepxaenun MHCTpyKuMn
00 opraHuzanuu U oOecrieyeHHH Oe30MacHOCTH XpaHEHHs, 0OpabOTKM M Iepeayd Mo KaHaiaMm
CBSI3U C HCIOJIB30BAHUEM CPEACTB KPUITOrpauUYecKol 3aIuThl HHPOPMAILMN ¢ OTPaHUYEHHBIM
JOCTYIIOM, HE COJEPKALLEH CBEICHUM, COCTABIIOIINX TOCYAAPCTBEHHYO TAUHY».

6 IIpukaz @DCb Poccum ot 09.02.2005 Ne 66 «O6 yrBepxkaenun llonoxenus
0 pa3paboTKe, MPOU3BOJCTBE, PEATH3ALMU U IKCIUTYyaTallMH IHU(PPOBATBLHBIX (KPUITOTpapHUECKUX)
cpencts 3ammthl nHGopmarun ([Tonoxenue [TK3-2005)y.

7  Ipuxaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O06 yTBepKaeHUHN TpeOOBaHUI O 3aIUTe
uH(pOpMaIMK, HE COCTABILIONIICH TOCYJapCTBEHHYIO TaiiHy, CoJepikalleiics B rocyaapCTBEHHBIX
MH(POPMAIIMOHHBIX CHCTEMAaX).

8 IIpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «O0 yTBEp:KIeHUN COCTAaBA U COJCPKAHUSA
OpPraHU3aIMOHHBIX U TEXHHUYECKUX MEpP MO OOECIEeYEHHIO 0e30MacHOCTH MEPCOHATBHBIX JaHHBIX
pu uX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAaX NMEPCOHATBHBIX JTaHHBIX.

9 IIpuxa3z ®Cb Poccuu ot 10.07.2014 Ne 378 «O06 yrBepxkaenun CoctaBa U CoJepKaHUA
OpPraHU3aIMOHHBIX U TEXHHUYECKUX MEpP MO OOECIEeYeHHIO 0e30MacHOCTH MEPCOHAIBHBIX JaHHBIX
npu X o0paboTke B HMH(GOPMAIMOHHBIX CHCTEMaxX IEPCOHANBHBIX JAaHHBIX C HMCIIOJIb30BaHHEM
CPEACTB  KpUNTOTpapUuecKol 3amuTbl HMHGOOPMAIMHM, HEOOXOAWMBIX JUIsl  BBIIOJHEHUS
ycraHoBieHHbIX [IpaButensctBoM Poccuiickoit @enepanuu TpeOoBaHMNA K 3alIUTE NEPCOHATBHBIX
JaHHBIX
IS KQXKJIOTO U3 YPOBHEH 3aIIUIICHHOCTI.

10 TOCT P 51624-2000 «3amura uHbopManuu. ABTOMATU3HPOBAHHBIE CHCTEMBI
B 3alIMIICHHOM HUcnoiaHeHnu. O01mue TpedoBaHus .

11 TOCT P 51898-2002 «AcnexTts 6e30omnacHocTH. [IpaBuina BKIIOUEHHUs B CTaHAAPTHI.

12 TOCT P 50.1.056-2005 «Texuuueckass 3ammra uHGopManuu. OCHOBHbBIE TEPMUHBI
Y OTIPE/ICTICHUS».

13 TOCT P UCO/M3K 27001-2006 «MupopmarronHast TeXHOIOTUs. METOABI U CpeAcTBa
6e3onacHoctu. CucTeMbl MeHeKMEeHTa HH(popMamonHoi 6e3onacHocTu. TpeboBaHM».

14 TOCT P 50922-2006 «3ammra napopmanuu. OCHOBHbIE TEPMUHBI U OTIPE/ICTICHUS.

15 TOCT P 51275-2006 «3ammra unpopmaruu. OO0bekT uHpopmaruzamuu. PDakropsl,
BO3JIeHCTBYOIMKE HAa HHPopMaIuio. OOIIIE MOI0KESHUS.

16 TOCT P UCO/M3BK TO 13335-5-2006 «MupopmarmonHass TexHOJIOTHs. MeToibl
U cpeacta obecrieyeHus: 6e3zonacHocTH. Yacte 5. PyKOBOACTBO MO MEHEKMEHTY 0€30IacHOCTH



CeTM».

17 TOCT P HCO/TO  13569-2007 «PunancoBble  yciuyru. PexkomeHnanuu
110 HH(POPMALIMOHHOI 0€30ITaCHOCTI.

18 TOCT P UCO/M3K 27005-2010 «MupopmarmonHast TexHonorusi. MeToasl U cpeacTBa
obecrieyeHus: 6€30MacHOCTH. MEHEKMEHT prcKa HH(POPMALIMOHHOMN 0€3011acHOCTHY.

19 TOCT P UCO/MD3K 27004-2021 «MupopmanmonHast TeXHOIOTUS. METOABI U CpeaCcTBa
obecrieyeHuss 0e30mMacHOCTH. MeHeKMEHT HH()OPMAIMOHHONW 0e30macHOCTH. MOHHUTOPUHT,
OLIEHKA 3AIIUIICHHOCTH, aHAJIU3 U OLICHUBAHUE.

20 T'OCT P 51897-2021 «MeHenxMeHT pucka. TepMHUHBI U OIIPEAECIICHUS».

21 TOCT P 52069.0-2013 «3ammra unpopmanuu. Cucrema crtangaptoB. OCHOBHBIC
TIOJIOKCHUS.

22 Konuenuus UHPOPMAIIMOHHOMN 0e3onacHocTH UCIIOJIHUTEIIBHBIX OpraHoB
rocynapctBeHHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.

[IOKYMEHT MOAMWUCAH 3MEKTPOHHOI MNOANUCHIO

rOCYAAPCTBEHHOE BHOXETHOE OLLKOJIbHOE OBPA30OBATEJIbHOE 26.06.23 13:39 (MSK) Ceptudukat 96B6F260BD2E1A9EC6DE090A4DFC5DE3
YYPEXXAEHWUE AETCKWUIA CAQL N2 35 OBLLEPASBUBAIOLLLEIO BUA C

NMPUOPUTETHbIM OCYLLECTBJIEHUEM AEATE/IbHOCTU NO

®U3NYECKOMY PA3BUTUIO AETEN MPUMOPCKOIO PAIOHA

CAHKT-METEPBYPTA, Kawwvpckas JliogmMuna BnagvmMuposHa, 3aBeaytoLmii




